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Abstract
The nature of defence is changing such that significant advantage will be achieved through the 
creative, timely and decisive use of information. The ability to access, use, manipulate and protect 
information will be fundamental to future military operations. To achieve this “information 
edge”, a complex information network known as the C4I system will be developed and 
implemented. Existing tactical networks, which are limited in their capability and features will 
need to be redefined and redeveloped to support the future C4I system. This necessitates a new 
approach to tactical network planning given the need for better coordination throughout the 
defence organisation and the increased complexity of technology.
This dissertation develops a formal Network Planning Process (NPP) for the military tactical 
environment to meet this challenge. The NPP embodies the planning factors and elements drawn 
from academic based strategic planning processes in addition to the unique planning practices of 
the defence organisation. When combined, these provide a novel, network requirements analysis 
based strategic planning process tailored for the military tactical environment.
The ultimate deliverable of the NPP is a network strategy that articulates the future direction and 
role of technology in a military tactical environment. The network strategy achieves this by 
documenting comprehensive requirements and objectives sets supported by a broad architectural 
model that graphically illustrates the business, information, application and technology 
architectures of the defence organisation.
In this thesis, the NPP has been used to develop a network strategy for the example Australian 
Defence Force (ADF) maritime tactical element. The network strategy is then translated into a 
concept design to demonstrate the ability of the NPP to deliver a practicable network solution that 
is based on the outcomes of the strategy.
The NPP makes a number of major contributions that directly result from the process and its 
deliverables. Such contributions include improvements to formal SPP for technology, defence 
planning practices, and the enhanced operational capability that accompanies formal technology 
planning.
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1. Chapter One. 
Introduction
The nature of military operations is changing such that significant advantage will be achieved 
through the creative, timely and decisive use of information. The ability to access, use, 
manipulate and protect information will be fundamental to future military operations. To 
achieve this necessary “Information Edge” 1, the defence community is presently engaged in 
extensive research and development (R&D) and network design efforts to enable the 
realisation of highly capable, technologically advanced information networks.
In a military context the information network is referred to as the Command, Control, 
Communications, Computing and Intelligence (C4I) system. The combination of C4I 
describes the systems and functions used by defence forces to gather/store, process/analyse, 
transmit/receive and display/use information. In other words, C4I is an end-to-end process of 
information management [Lu et al. 1997].
The future deployment o f a C4I system necessitates a major shift in the way the tactical 
network is designed, developed and implemented in the tactical environment. In this thesis, a 
formal network planning process (NPP) is presented to meet this challenge. The NPP may be 
used to guide the development and application of advanced mobile communications networks 
and technologies in support of the complex C4I system.
The NPP is drawn from accepted academic strategic planning process reviewed as part of this 
dissertation, but importantly also acknowledges the unique planning needs of the defence 
organisation to form an appropriate formal planning process for the tactical (mobile) segment
1 “Information Edge” is outlined as a key capability in the Department o f  Defence Strategic Policy 97 document 
and relates to the deployment o f  advanced information systems to enhance military capability.
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of a C4I system. The deliverable of the NPP is a network strategy that outlines the broad 
direction and role of technology in the tactical environment, and is aimed at promoting 
synergy between the business and technology elements of the defence organisation. The 
strategy achieves this by taking a network requirements analysis approach to strategic 
planning process, translating this into high level network technology requirements, objectives 
and architecture of the new C4I tactical network, which are articulated in the strategy 
document. In this dissertation, the NPP is applied to the example maritime tactical element of 
the Australian Defence Force (ADF), which comprises of multiple tactical units, information 
systems and communications services.
This thesis demonstrates how the application of a formal NPP to the military tactical 
environment enhances operational capability through improved technology planning 
practices. The contribution of the NPP to formal strategic planning processes for technology 
will also be presented.
1.1 Defining the Tactical Environment
For the defence organisation, the tactical environment represents the operational component 
of the total force. Within this environment, highly mobile military unit’s function inside a 
rapidly changing, sometimes hostile atmosphere where decisions must be made quickly based 
upon the information at hand.
In contrast to fixed defence networks, the mobile tactical environment comprises of a series of 
autonomous wide area networks (WAN) in which local area networks (LAN) and mobile 
hosts reside. WAN resources are dynamically allocated and reallocated dependent upon the 
needs and location of the tactical units within. Mobile units may operate independently or in 
concert with others, such as national counterparts and/or international forces. They may travel 
large distances, often deployed for months at a time.
In the maritime tactical element, these mobile units comprise of large numbers of personnel 
supported by several types of information systems, all of which require access to WAN 
resources to enable information exchange with other mobile units and fixed network nodes. 
Information flow to and from the tactical environment is also heavily reliant on the network
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nodes of the fixed segment, which provide short, medium and long distance wireless 
communication to ships, submarines and aircraft operating locally, regionally and 
internationally.
1.1.1 Information Domains of the Tactical Environment
Traditionally defence forces are divided into a number of business divisions known as 
environmental commands. Each command contains a number of discrete business units. The 
ADF maritime element is divided into strategic, operational and tactical command 
environments. Bidirectional information exchange takes place on three core levels: Strategic 
to Operational, Strategic to Tactical, Operational to Tactical and Tactical to Tactical. Within 
each command there is a mix of functionally based information systems2 (IS) that aid in the 
administration, command and control of military forces. Hence, it is these systems that will 
form the core of the future C4I information network. Each of these functional information 
systems is represented in the tactical domain and includes:
•  Command and Control Systems;
•  Intelligence Systems;
• Combat Data Systems;
• Administration Systems; and
• Logistic Systems.
The relationship between each functional IS in the strategic, tactical and operational 
environments is highly complex. In the context of this thesis, figure 1-1 shows only how each 
functional IS interrelates within the tactical environment. The figure is however, consistent 
with the IS setup in the strategic and operational environments although not all forms of 
functional IS are present in those domains.
2 Adapted from Royal Australian Navy (RAN) Communications and Information Systems Review Report, Mar 97 
which outlines future business needs o f  Communications and Information Systems in the RAN.
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Figure 1-1: Information Domains and Functional IS Interrelationship of the Tactical Environment.
Each of these information domains is typically found in most advanced defence organisations 
around the world.
1.2 The Research Process
Prior to formulating a NPP for the tactical environment, extensive research was undertaken in 
the two key fields that impact the structure and processes of the NPP and hence, its ability to 
deliver an appropriate network strategy. The two areas are the defence environment and 
formal academic planning practices. The research of these two fields and the capture of the 
key outcomes of this research effectively establish the research design process that is applied 
to develop the NPP. To satisfy the objectives of this dissertation, this research will be 
conducted at the network level to ensure the NPP maintains a strategic focus on the future 
technology of the military tactical environment.
Figure 1-2 provides an overview of this approach. The research process aims to capture the 
key elements and factors of planning processes in both of the academic and defence 
environments to ensure the NPP represents a formal, effective and relevant planning process 
for the military tactical environment. Through this approach, a sound strategy may be 
developed.
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Figure 1-2: Research Design Process used to develop then NPP for the military tactical
environment.
By researching the defence and academic sectors, a number of key planning factors and 
elements that impact technology planning and development in the tactical environment 
emerge. In this section, each is briefly discussed to explain the design and context of the NPP.
A more complete description of each of these research activities and findings may be found in 
annex A and chapter 2 respectively. Chapter 2 discusses in detail the research findings of 
academic strategic planning processes. This is because the NPP is predominately based on 
these formal planning approaches.
Conversely, the findings of the research into defence planning practices have been confined to 
appendices section of this thesis, as the actual outcomes of this research bear little relevance 
to broader, formal technology planning efforts and they contribution make to defence 
organisational development. Not withstanding this, the key lessons and elements that emerged 
from this aspect of the research process have been captured in chapters 1 and 3 of this thesis.
A major part of this work involves the research of current and probable future ADF maritime 
and broader defence environments to determine the unique technology planning practices of a 
defence organisation. Through this research we are able to establish the factors that currently 
impact technology planning, in addition to those factors that will effect technology
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development in the future. In this thesis, these factors are discussed in the context of the ADF 
maritime element in order to localise the broader planning mandate.
These defence planning needs are combined with the conclusions of the research into formal 
strategic planning practices, which is presented in chapter two o f this dissertation and briefly 
discussed in this section. Through this approach, an applicable NPP for the tactical 
environment, which is strengthened by the unification of the accepted planning practices of 
the academic sector and the individual planning requirements of the defence organisation will 
be developed.
An examination of academic and defence planning processes indicated three primary fields 
within these environments that must be further investigated in order to more fully identify the 
key planning factors and elements that must be reflected in the NPP. These include:
• technology planning and development in the defence environment;
• impact of new technology on defence operational capability; and
• formal, academic based strategic processes and practices for business and technology.
Each of these fields emerged as a result o f their ability to identify specific aspects of the wider 
academic and defence planning practices that are relevant too, and will influence, a formal 
planning process for technology in the tactical environment. They also highlight the 
limitations o f current technology planning practices in the defence environment. Hence, these 
more specific fields represent the actual key factors and elements that establish the 
foundations of the NPP structure and its associated processes.
In the next sections o f this chapter, each of these fields is briefly discussed prior to explaining 
the formulation of the NPP and outlining its research contributions.
1.2.1 Technology Planning and Development in the Defence Environment
Research into the military tactical environment has highlighted three primary issues that 
directly impact the development of current tactical networks. These issues are both practical 
and conceptual in nature and include:
•  limitations in the capability and features of the current technology platforms;
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• disjointed organisational elements of the defence organisation responsible for technology 
planning; and
• a lack of formal approach to planning for technology in the tactical segment.
These issues must be addressed by NPP if this individual planning process is to overcome the 
shortfalls of the current development approach, in addition to harnessing any perceived 
benefits in current planning approaches that may be relevant to future technology planning 
efforts.
In terms of technology, today’s tactical networks are characterised by a total dependence on 
wireless network infrastructure that is based on low data rate military radio and satellite, and 
medium data rate commercial satellite services. For the ADF maritime tactical element, online 
radio teletype, broadcast and point to point arrangements overlay these services and is typical 
of the traffic management philosophy employed within the current network.
Due to limited capability of the current communications network, information flow into the 
tactical environment is controlled by several geographically separated communications 
centres that act as centralised distribution and forwarding sites. Text based information 
intended for a deployed tactical unit is onforwarded to a fixed gateway where it is queued, 
awaiting broadcast [Cotrell 1997]. This method often results in duplicate delivery and tactical 
units saturated with information regardless of its intended final destination. Figure 1-3 
provides an overview of the current information exchange process for deployed maritime 
units.
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The NPP is a systematic and complete planning process that comprises of a series of key 
decisions that must be answered through comprehensive information collection, analysis and 
consultative efforts.
ENVIRONMENT
* Environmental, Organisational and 
Technological Analysis
* Resource analysis
SITUATIONAL 
ANALYSIS -----
ORGANISATION
TECHNOLOGY
•Primary stages: Requirements 
Definition, Objectives Setting, 
Design Strategy, Network Strategy 
* Management o f  Planning Process
HIGH LEVEL STRUCTURE 
AND PLANNING STAGES
Reflective j Reactivé Proactive
•Requirements Set 
* Objectives Set 
•Architectural Model 
•Implementation Plan
•Reflective, Reactive and Proactive Decision Making 
• Fundamental Planning Technique 
•Planning Process Objectives and Scope 
•Clearly defined decision making steps
Figure 5-1: Higher Level Contributions of the Complete NPP. Figure shows each major 
component of the NPP and its contribution to the whole NPP.
The decision making process forms the theoretical foundation of the higher level planning 
stages by defining key decisions and decision points of the complete process. This effectively 
establishes the scope and objectives and management structure of the NPP. The decision 
making process is further enhanced through the association of three key process elements that 
ensure each decision is considered and made in a reflective, reactive and proactive manner.
Based on the decision making process, the higher level planning process is developed. In the 
case of the NPP, conceptual planning stages are implemented on a sequential basis and 
culminate in the delivery of a comprehensive network strategy based on the information 
correlated during each stage. By adopting a sequential planning process, the NPP adheres to 
the decision making and management structure. Furthermore, each primary planning stage is
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to 8 years behind in technology terms in comparison to their fixed network or IS 
contemporary’s.
In terms of network planning, tactical networks unlike their fixed counterparts have evolved 
in the absence o f extant network strategy. New technologies and services have been selected 
on an immediate requirement basis only and introduced in an incremental and piecemeal 
fashion. This has resulted in a number of independent communications systems and networks 
unable to be integrated. Hence, there is a rapidly widening capability gap between the fixed 
and mobile defence network segments.
Another symptom of the absence of strategy is the failure of the current planning process to 
acknowledge the wider organisational and environmental factors that directly or indirectly 
impact tactical network configuration. These include:
• highlighting technology opportunities in both the military and commercial sectors;
• assessing organisation wide technology in order to better leverage the features of existing 
and planned infrastructure that may be used to support the tactical environment;
• identifying shortfalls in current systems; and
• acknowledging the strategic direction of the defence organisation in addition to the 
tactical factors that influence information needs and hence, impact technology 
infrastructure.
Further research into current technology planning also indicates there is some reluctance to 
employ a formal planning process for the tactical network given the volatility of the 
environment. Moreover, there is a lack of understanding on the importance of strategy. For 
these reasons, it is important that any technology planning process developed for the tactical 
environment be relatively easy to execute, sufficiently flexible and able to produce a 
comprehensible strategic plan. This will ensure the planning process is not circumvented 
when defence planners are faced with ongoing technology development initiatives.
Clearly, defence organisations face a significant challenge in replacing the legacy 
communications systems of current tactical networks, and overcoming the organisational and 
planning issues that presently plague the development o f the tactical environment. Ultimately,
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any formal planning process that aims to define the new tactical network architecture must 
address these issues and at the same time, dramatically improve the technology planning 
process to meet the challenge of applying rapidly evolving and complex technologies to the 
military environment.
1.2.2 Impact of new Technology on Defence Operational Capability
An analysis of the future directions for the ADF has also been undertaken as part of this thesis 
to gain an understanding of the probable defence environment in which tactical units will be 
operating in the future. The outcomes of this research focus on the defence strategies outlined 
in the 1994 Defence White Paper and 1997 Defence Strategic Policy, which highlight a future 
defence environment that is greatly influenced by a broader range of issues in comparison to 
that of the past. In the context o f this thesis, the most relevant of all issues is the recognition 
that new technology will be central to the evolution of the ADF in years to come.
Modern Warfare will increasingly be about knowing as much as possible about an adversary 
and their intentions. Australian Defence strategy and policy3 nominate our highest capability 
development priority as the “knowledge edge” [Department o f Defence - A]. Achieving the 
“knowledge or information edge” will involve the application of advanced technology that 
will be utilised to form the future C4I information network. This will revolutionalise our 
military capability enabling defence forces to be used to maximum effect by providing greater 
levels of multi-media information to deployed tactical units that in turn will be capable of 
making well informed decisions in rapidly altering operations zones.
Recent global political developments and their resultant impact on defence objectives have 
also highlighted the inability of current communication and information systems to support 
modern tactical operations. The most notable of these developments is the Gulf War, which 
represented the first true information based conflict. Accordingly, the defence community is 
being forced to redefine the technologies employed within its tactical forces to overcome the 
information access and exchange issues highlighted by the recent conflicts.
3 Based on recommendations o f  the 1994 Defence White Paper and 1997 Defence Strategic Policy documents 
which outline technology capability as key to future defence operations in and around the Australian mainland
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In light of these developments, the tactical environment of the future is characterised by a 
high degree of mobility, the increased tempo of modern warfare, and the subsequent increase 
of information and speed of flow. From a user viewpoint, a C4I tactical communications 
network architecture must be in place to communicate information to mobile units, 
irrespective of location and operating environment.
The complex communications network will be based on a network centric model that will be 
the fundamental architecture of the C4I information network. This will enable mobile tactical 
units to work together within and across services in ways that may not totally be defined in 
today’s operational concepts and architectures [Lu et al. 1997].
1.2.3 Formal Strategic Planning Processes and Practices
The review of planning practices in the defence environment revealed that the lack of 
capability in current tactical networks might be directly attributed to the absence of a high 
level, cohesive technology strategy. Furthermore, given the strategic role of complex 
technology in future defence operations, it has now become necessary to employ a more 
formal and theoretically based technology planning process that will deliver an appropriate 
strategy.
In this thesis, it is argued that such a technology planning process must be based on proven 
and accepted strategic planning practices for the defence organisation to benefit maximally 
from the technology opportunities presented in emerging mobile technologies, which offer 
revolutionary network solutions if astutely exploited.
To develop a sound NPP, a literature review of both business oriented and technology 
oriented strategic planning processes is undertaken to determine the key elements that must be 
incorporated into a strategic planning process (SPP) if an appropriate strategy is to be 
delivered. The review is presented in chapter two of this dissertation and from this academic 
research several SPP factors and elements emerged. These include:
•  a core decision making process;
• a situational analysis process encompassing environmental, organisational and 
technological analysis;
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• key planning stages, such as requirements definition and objectives setting phases;
• definition of high level technology architecture and information needs; and
• management and control mechanisms in the overall planning process.
These core components will be combined with the defence planning needs also identified in 
this chapter to form an individual and appropriate NPP for the military tactical environment.
1.3 Formulating a NPP for the Tactical Environment
The design of the planning process is paramount to the delivery of an appropriate network 
strategy and the subsequent implementation of applicable network infrastructure. The 
previous section highlights various planning factors and elements that must be addressed by 
the NPP if an effective and beneficial technology strategy is to be developed for the military 
tactical environment.
In essence, these planning factors and elements specify and characterise the NPP and hence, 
must be incorporated into the overall structure and processes of the NPP to meet the 
considerable engineering challenge presented in forward planning for technology in the 
tactical environment.
The design process [Walsham 1995] used to develop the NPP is shown at figure 1-4. As 
illustrated, the NPP embraces a number of factors and elements that have emerged from the 
research into formal and defence based planning practices. To effectively manage the 
formulation o f the NPP, and to ensure its ability to improve technology planning processes, 
each of these elements and factors has been grouped into theoretical, conceptual and practical 
categories.
Several theoretical and conceptual elements of an SPP are incorporated to ensure the NPP 
establishes and follows a formal planning process for technology. The incorporation of the 
conceptual and practical factors and elements that emerge from the defence aspect of the 
research process insure the SPP is customised to the military tactical environment.
Through this approach an effectual and appropriate NPP is realised through the embodiment 
of a sound theoretical base combined with the relevant conceptual planning processes. These
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theoretical and conceptual planning processes of an SPP overcome the adequacies of defence 
planning practices for technology. As such, the formulation of the NPP is complete and can 
then be applied to the military tactical environment to develop a formal strategic plan for the 
tactical component of a C4I network.
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Figure 1-4: Method for formulating the NPP for the military tactical environment that 
demonstrates the planning needs of the defence and academic sectors and their input into the
NPP.
As illustrated, the theoretical planning factors identified through the review of formal SPP’s 
form the theoretical basis of the NPP. This theoretical basis establishes the overall scope and 
management of the NPP by incorporating a fundamental decision making process. The 
decision making process identifies the key decisions and decision points that must be 
answered through the planning process.
Similarly, the conceptual planning factors represent the core structure and its related 
processes. For the NPP, these include the need to incorporate high level process stages such
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as requirements definition and objectives setting. These stages are underpinned by a broad 
situational analysis process that ensures the NPP captures all relevant factors that will impact 
the tactical network strategy. Importantly, conceptual planning elements such as this are based 
on the underlying decision making process to ensure the objectives of the planning process 
are met.
Finally, the practical planning factors are represented in the defence planning needs and 
include the requirement to analyse and review the wider organisational elements and to 
undertake formal planning in a C4I environment. These are challenges are met through the 
conceptual processes and structure of the NPP.
For example, a practical issue for the defence organisation is the need is to bring together all 
the organisational elements responsible for technology planning. This challenge is overcome 
throught the high level planning structure, which ensures the relevant organisational elements 
are consulted during the requirements definition, objectives setting and design strategy stages 
of the NPP.
In chapters three, four and five of this thesis, it will be further demonstrated how the NPP 
embodies the theoretical, conceptual and practical planning factors identified in the research 
process, and how these factors in turn overcome the inadequacies of current defence based 
technology planning efforts.
1.3.1 Context of the NPP to the Military Tactical Environment
In this thesis, the NPP reflects a network requirements analysis approach to developing an 
infrastructure technology strategy for the military tactical environment. There are three 
primary reasons for this approach.
Firstly, the NPP must deliver a technology strategy that provides the infrastructure required to 
support a complex C4I information network that is based on a number of diverse functionally 
based information systems. Hence, the strategy for developing the underlying network 
infrastructure is not only consistent with the C4I information network that overlays it, but 
importantly the high level defence business and operational processes that are reflected in the 
C4I information network.
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Secondly, to attempt to analyse the technology infrastructure requirements of the tactical 
environment below the network level would require the detailed analysis of several functional 
areas’. This would entail developing additional low level research processes that are capable 
of identifying and analysing substantial levels of data. This approach would refocus the 
dissertation to the tactical and operational levels, thereby defeating its purpose. That is, to 
maintain a strategic focus on future technology directions of the military tactical environment 
to ensure a more wholist approach to the formulation of technology strategy across the 
defence organisation. Hence, the NPP overcomes the problems associated with current 
technology planning and deployment in the military tactical environment.
Lastly, as shown in the research findings of formal strategic planning processes, there is a 
tangible link between the business and information system architectures of an organisation 
and the underlying technology infrastructure. As the NPP evaluates in detail both of these 
organisational aspects, the planning process and the strategy it delivers promotes synergy 
between the technology and business elements of the defence organisation. Hence, technology 
infrastructure development is consistent with military business and operational requirements 
and objectives.
1.4 Research Aim and Objectives
This dissertation develops a formal network planning process (NPP) that meets the challenge 
of planning for technology in the future C4I military tactical environment. To ensure its 
effectiveness, the NPP embodies the accepted strategic planning process and practices of the 
academic sector in addition to the unique technology planning needs of the defence 
organisation.
The embodiment of a formal SPP within the NPP ensures the process is appropriately 
structured and formally implemented. As such, a strategic plan for tactical technology is 
achieved and hence, is balanced with the wider strategic objectives of the defence 
organisation. This is due to the nature of a SPP, which typically incorporates a formal 
decision making process complemented by broad situational analysis that provides a wider 
context for the particular strategy being developed.
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Likewise, the acknowledgment of the planning practices and needs of the defence 
organisation must be represented in the NPP to ensure the SPP is tailored to the military 
tactical environment. Such planning needs include the ability of the NPP to overcome the 
inadequacies of current planning methods, and to meet the challenge of planning for the 
tactical infrastructure component of a complex C4I system.
Accordingly, the NPP is developed through the recognition and acknowledgment of a number 
of principle planning factors and elements that impact technology strategy formulation for the 
military tactical environment. The method for developing the NPP, which is illustrated at 
figure 1-4, has been to research and examine in detail:
• the unique planning needs and practices of the defence organisation and their impact on a 
formal NPP for a C4I based tactical environment; and
• formal strategic planning processes and practices, including those of the academic sector.
The objective of examining defence planning requirements is to determine the practical 
characteristics that must be included in a technology planning process for the tactical 
environment. Synergistically, the research of academic based formal SPP determines the 
theoretical basis and additional conceptual aspects that constitute a formal SPP.
In this dissertation, the NPP has been applied to the example ADF maritime tactical element 
to demonstrate how the technology planning process directly contributes too, and enhances 
the operational capability of a defence organisation. This will be achieved by:
• developing a NPP that incorporates the theoretical, conceptual and practical planning 
factors and elements as identified through the research phase of the dissertation;
• using the NPP to develop a comprehensive example network strategy that advances 
technology in the tactical environment in a manner consistent with wider defence 
strategy; and
• translation of the network strategy into an example concept network design to 
demonstrate the ability o f the network strategy to produce a practicable network solution 
that enhances the operational capability of the defence organisation.
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Based on this approach, the efficacy of the NPP and its network strategy deliverable will then 
be demonstrated on two levels. Firstly, the contributions of the NPP to formal SPP for 
technology will be presented. Secondly, the NPP’s contributions to the defence sector will be 
demonstrated through its ability to improve defence planning needs and enhance operational 
capability.
1.5 Exclusions
The NPP focuses on developing the underlying tactical infrastructure of a future C4I 
information network in a strategic manner. As such, the NPP examines the wider application, 
information and business architectures of a defence organisation to ensure the underlying 
technology infrastructure is capable of supporting these higher level architectures.
The NPP does not however aim to develop the functional information systems of the C4I 
information network, nor does it attempt to redefine associated business processes. The NPP 
may however highlight issues or problems within these higher level architectures that relate to 
the tactical environment. In this sense, the NPP maybe used a catalyst to improve the 
cohesiveness of the whole C4I system by ensuring consistency across the strategic, tactical 
and operational environments of a defence organisation.
1.6 Expected Contributions
This dissertation develops a formal, strategically oriented, network planning process (NPP) 
for the military tactical environment. The fundamental design o f the NPP is based upon the 
accepted and proven business and technology strategic planning practices of the academic 
sector but importantly, also acknowledges the technology planning needs of the defence 
organisation. When combined, these components form a comprehensive and well-structured 
technology planning process that recognises the theoretical and conceptual basis of a formal 
SPP and the practical planning needs of a defence organisation.
By embodying the process characteristics of a formal SPP and combining these with the 
process characteristics required to meet the challenges of technology planning in the defence 
organisation, the contributions of the NPP become apparent. These contributions are made on 
two primary levels.
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The first concerns the contribution made to formal SPP for technology. This contribution is 
made through a novel planning process that develops tactically based technology 
infrastructure in a strategic manner to ensure an integrated network solution is achieved. This 
is particularly important given the connectivity requirements of the future C4I information 
network. The second concerns the contributions made to the defence organisation. Such 
contributions include the improvement o f current defence planning practices and the 
enhancement of operational capability.
1.6.1 C o n trib u tio n  m ade to  F o rm al S tra teg ic  P lann ing  Processes fo r Technology
The novel planning process is achieved by incorporating and logically associating the key 
factors and elements of an SPP. Such factors and elements include a decision making process 
executed through a conceptual planning process structure. These are supported by a number 
of important process elements as illustrated in figure 1-5. The outcome of the planning 
process is a comprehensive network strategy that encompasses a number of important 
components.
Process Elements:
•Primary Planning Stages 
•Management Mechanisms 
•High Level Process Structure
Process Elements 
•Environmental 
•Organisational 
•Technological
Decision Making 
Process
Process Elements: 
•Reflective 
•Reactive 
•Proactive
Core Elements: 
Requirements Set 
Objectives Set 
Architectural Model
Figure 1-5: Fundamental structure of the NPP showing contributions made by linking key
planning stages and process elements.
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The decision making process establishes the broad scope and objectives of the entire planning 
effort, and therefore forms the fundamental basis and context of the higher planning structure 
and associated analysis process. The process also embodies reflective, reactive [Sloman and 
Logan 1999] and proactive process elements to provide a more balanced outcome to the key 
business and technology decisions made during the planning process.
The core planning process structure, is the vehicle upon which the decision making outcomes 
are delivered. The strength of the planning process structure is its ability to directly link each 
stage o f the planning process to the scope and objectives of the underlying decision making 
process. The core structure also clearly defines the management process that will govern the 
implementation of the NPP and the subsequent production of the network strategy.
Through the planning process structure, comprehensive situational analysis is undertaken 
within the context o f the planning process scope and objectives as established through 
decision making process. This permits the complete evaluation of any issues and factors that 
potentially impact technology strategy. Hence, the process elements of the situational analysis 
process reflect a broad range of environmental, organisational and technological factors.
The network strategy itself is based on new a document structure that incorporates a series of 
network requirements and objectives that are directly related four tiered architectural model. 
The architectural model includes business, information, application and technology layers, 
each articulating the different requirements that define the new tactical network architecture.
1.6.2 Contribution made to the Technology Planning in the Defence 
Organisation
The second major contribution is to the defence organisation, which may employ the NPP to 
develop its future tactical network. This contribution concerns the ability of the NPP to 
improve current defence planning efforts and to enhance operational capability.
Defence planning efforts are improved through the ability of the NPP to guide technology 
planning and to deliver a formal network strategy that will promote synergy between the 
business and technology elements of the organisation. The strategy achieves this by defining 
the role and direction of technology in the tactical environment, which is reflective of the 
business and operational requirements. This is articulated through a series of comprehensive
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network requirements and objectives, supported by an architectural model. In this dissertation, 
the NPP will be implemented to produce a network strategy for the example ADF maritime 
tactical environment.
The contributions made to operational capability will be demonstrated by translating the 
network strategy into a practicable network solution. This will be illustrated by developing an 
example concept design of the future tactical network that is directly derived from the 
network strategy. The enhanced capability the new network solution delivers will then be 
demonstrated by illustrating the flexibility and scalability of an advanced tactical network that 
is completely integrated with the strategic infrastructure of the defence organisation.
1.7 Outline of the Thesis
In the following chapter, a literature review of business and technology strategic planning 
methodologies, processes and techniques will be undertaken. In particular, strategic 
information systems planning practices are analysed and discussed to examine then- 
theoretical application to the NPP. The outcome of chapter two defines the theoretical and 
conceptual basis of the NPP. These outcomes are combined with the practical planning needs 
of the defence organisation to form a sound NPP for the military tactical environment.
By combining the theoretical, conceptual and practical planning factors and elements 
established in chapters 1 and 2, chapter 3 presents the NPP. Each stage of the NPP is 
presented and discussed in detail and the relationship to the decision making and situational 
analysis processes explained. Example network strategy and implementation plans are also 
developed for the ADF maritime tactical element to demonstrate the application of the NPP to 
a specific defence organisation.
Chapter 4 demonstrates how the network strategy may be translated into a concept design for 
the future tactical network. This is achieved by combining the network objectives and 
architectural model of the network strategy to form an architectural framework against which 
selected mobile networks and technologies may be applied. The concept design is developed 
using the specific wireless WAN project defined in the implementation plan.
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Chapter 5 presents the major contributions made by the NPP. These contributions concern 
improvements to formal strategic planning processes for technology and to defence planning 
practices. Improvements made to operational capability that result from better planning 
practices and the technological advanced nature of the new network environment are also 
discussed.
Chapter 6, the summary and conclusions chapter reviews and reexamines the findings of the 
thesis. The approach to developing the NPP and the structure of the NPP are reviewed. This 
discussion is followed by a summary of the major contributions of the NPP. Finally, future 
research opportunities will also be identified.
2. Chapter Two.
Related Research in Strategic Planning Processes and 
Practices
In order to fully realise the technology benefits and meet the multimedia service requirements 
of future military based tactical networks, an advanced and integrated mobile communication 
system architecture must be developed [Kota, Kinkead and Donovan 1995]. Given the 
complexity of the military environment, achieving such architecture requires identification of 
the key influences and factors that will impact future C4I information network architecture.
In the fixed defence network domain, strategic planning has been successfully applied to 
determine such influences, thereby ensuring a suitable network strategy is developed. In this 
thesis, it is argued an equivalent formal planning effort for the tactical domain is equally 
important. By applying a formal planning process to the tactical environment the ad hoc 
technology developments of the past are not only avoided, but more importantly, an 
integrated mobile network architecture capable of meeting the challenges o f future 
information based military operations is achieved.
In this chapter, a summary o f the research into formal strategic planning processes and 
practices is presented. This literature review provides the theoretical and conceptual 
foundations necessary to develop an appropriate strategically oriented NPP. Hence, this 
chapter is aimed at determining what key planning factors and elements are to be incorporated 
into a technology planning process for the tactical environment.
These important factors and elements of strategic planning will be combined with the unique 
defence planning requirements discussed in chapter one and Appendix A to form an 
appropriate network planning process (NPP) for the defence tactical environment.
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Figure 2-1 illustrates the interrelationship relation to the applicable strategic planning 
processes and practices and the NPP to be developed for the military tactical environment. In 
essence, this is the research design process used to develop the NPP presented in chapter 
three.
In this thesis, the NPP will define the future C4I tactical network architecture by taking a 
network requirements analysis approach. This network requirements analysis involves 
evaluating and identifying the whole C4I information network, including the fixed segment, 
to achieve a fully integrated network infrastructure that is capable of supporting a complex 
C4I information system.
Importantly, this approach maintains a strategic focus to the tactical network planning effort. 
Hence the relevance of formal SPP’s in relation to the NPP becomes apparent.
I
Figure 2-1: Relationship of Tactical Network Planning Process to Strategic Planning 
Processes and Practices and how these will be leveraged to form a network strategy for the 
tactical communications network that is fully integrated into the fixed segment.
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2.1 A Review of Strategic Planning Processes and Practices
For a long time strategic planning meant making plans in light of the actions or potential 
actions of an adversary. In fact, it is the military that has had long experience with strategic 
planning [Weihrich 1990]. Many writers acknowledge that to remain effective, any 
organisation, whether military, governmental or service/product-oriented, must undertake a 
prudent approach toward anticipating and responding to the future environment.
The problem facing today’s defence force is largely how to plan for continued strategic 
advantage through the “information edge”, and to ensure technology infrastructure 
development is likely to take place in the areas of greatest need. For this reason, it is essential 
a formal network planning process be applied to ensure deficient areas are properly identified 
and developed in a manner that contributes to overall operational efficiency and effectiveness 
of the military force.
For the tactical environment, enabling the realisation of a sound network planning process 
demands the study and review of the many relevant approaches to strategic planning so that a 
formal planning process may be developed to deliver an effective network strategy. The 
strategic planning processes considered relevant to the development of the include:
• business oriented strategic planning processes, methods and practices; and
• technology oriented strategic planning processes, methods and practices.
2.2 Business Oriented Strategic Planning Processes
To understand the contribution strategic planning will make to the development of an 
appropriate network planning process, and therefore an appropriate network strategy, it is 
necessary to review the more traditional strategic planning methodologies in addition to the 
more recent strategic planning techniques and practices.
A review of the literature on strategic planning practices and processes revealed that most 
writers acknowledge strategic planning as essential to the success of an organisation, and that 
there is a need for a “multi-step” strategic planning process (SPP). These steps include the 
analysis of organisational and environmental factors, and the setting of objectives or goals
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that are considered key to developing a successful and workable strategic plan. Both early and 
more recent writers have also focused on the design of the planning process itself, although 
later research highlights a requirement to tailor a strategic planning process (SPP) to a 
particular organisation’s context [Mintzberg 1984].
Based on these finding, the key components addressed in this section are:
•  Situational Analysis;
• Requirements and Objectives Setting;
•  The design of an SPP; and
• Customisation of the SPP.
2.2.1 Situational Analysis
Some earlier studies of strategic planning focus on the analysis of organisational and 
environmental factors, arguing they are key to the creation of a strategic plan. In particular, 
researches such as Vancil and Lorange [1977] suggest that strategic planning rely heavily on a 
time frame span of many years, and senior management’s reassessment of the current strategy 
by seeking opportunities and threats in the environment, and by analysing the organisations 
resources and weaknesses.
Later writers such Weihrich [1990] further developed this concept by introducing a strategic 
planning framework based on identifying and analysing the threats and opportunities in the 
external environment and assessing the organisations weaknesses and strengths. Although 
these variables are not new, Porter [1980] incorporates such factors into a strategic planning 
model, the SPP framework presented attempts to associate them in a more systematic fashion 
as illustrated in figure 2-2.
Chapter Two: Related Research in Strategic Planning Processes Page 43
Figure 2-2: Situational Analysis of Threats, Opportunities and Weakness (TOWS) in the
Strategic Planning Process4.
Whilst the framework developed by [Weihrich 1990] has proved successful for product- 
oriented companies it is not as relevant to the military environment. Writers such as Chandler 
[1977] and Thomas [1978] drew attention to the fact that strategic management for enterprises 
that produce a physical product are significantly different to those organisations that do not. 
This is because product oriented organisations formulate organisational strategies that support 
the achievement of a product or product line that caters to a particular market.
It is acknowledged however, that it is particularly important for a military force to understand 
the environmental and organisational (ie situational) factors that will influence operational 
capability and that these be acknowledged through the technology strategy that develops and 
supports such capability.
The major contribution of such situational analysis is that it encourages defence organisations 
to develop technology strategies that reflect the total environment the defence force operates 
within, and the factors that directly impact technology. This results in a better positioned 
technology infrastructure that is aligned to the whole organisation’s future directions and 4
4 Modified from: Figure 2 - Strategic Planning Process. The TOWS Matrix, A Tool for Situtational Analysis; H. 
Weihrich. In Long Range Planning, Volume 15, No.2, 1982, pp54-66. The figure demonstrates the analysis of 
environmental and organisational influences in the context of strategic planning.
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objectives. For the ADF maritime element, this involves harnessing the advantages presented 
in technology infrastructure to obtain the information edge that is considered so vital to future 
military operations.
2.2.2 Requirements and Objectives Setting
Many researches argue that a key part of formulating a strategic plan involves setting and 
reviewing objectives Dyson [1990], Molz [1987] and Earl [1994]. This typically involves 
having overall mission statements for the organisation and more specific objectives and goals, 
cascading down to specific quantitative and/or qualitative targets [Dyson et al. 1990].
Work by Stoner, Yetton, Craig and Johnston [1994] defines strategic planning as the process 
of selecting an organisations goals and objectives and determining the policies and strategies 
necessary to achieve those specific goals and objectives. They further argue that the 
objectives setting includes the review and understanding of the organisations purpose, 
defining its mission and establishing the objectives that translate the mission into concrete 
terms. Hence, objectives help develop a clear concept of the organisation.
This view is based on the Management by Objectives (MBO) theory developed by Drucker 
[1954]. MBO refers to a formal set of procedures that begins with goal setting and continues 
through to performance review. A key feature of MBO is that it encourages the active 
participation o f all managers and staff at every level of the organisation in the goal and 
objective setting process. This feature of strategic planning is particularly relevant to the 
defence organisation that must document the technology needs of each component of the 
command structure to ensure an appropriate network strategy is developed.
Other writers such as King [1984] argue that objectives and goals need to be clearly stated if 
strategic options are going to be evaluated in a meaningful way. He further observes that 
objectives and goals also need to be reviewed as changes in the external environment, or the 
organisations own capability, may make current objectives and goals inappropriate in the 
longer term.
The literature review also suggests that the objective and goal setting process encourages the 
participation and interaction of corporate and divisional management, although Lorange and 
Vancil [1977] observed that goal setting in a large organisation tends to occur at the divisional
Chapter Two; Related Research in Strategic Planning Processes Page 45
level for submission to senior management. For a technology strategy in the defence 
organisation, goal setting is necessary at both the corporate and divisional levels if all the 
functional requirements of the tactical environment are to be represented in the objectives set.
Some writers argue that a major challenge facing organisations is reconciling the overall 
mission with objectives and goals for individuals and individual parts of the organisation 
Dyson [1990] and Poulton [1990]. These writers also observed that current strategic planning 
models and procedures have so far had little impact on this aspect of strategic planning. Some 
researches however, propose that analytical techniques such as ‘cognitive mapping’ have 
relevance in linking these sub processes of strategy formulation Eden [1990].
The use of such analytical techniques has been documented by other writers who describe a 
strategic options mapping process that captures organisational views, knowledge and 
expertise at two levels: personal and organisational Huxham and Bennett [1985]. Personal 
interviews are conducted for the purpose of formal research and defining key issues both 
within and outside the organisation. This is followed by workshops where issue awareness is 
raised and goal and action packages are formulated. The positive aspect of this approach is it 
promotes sense of ownership and team work amongst senior and line managers through 
interviews and workshops.
Techniques such as this have performed well in strategic planning for technology in the 
strategic and operational (fixed) networks of the ADF maritime element. Hence, it is 
important the NPP for the tactical (mobile) embrace this aspect of strategic planning to ensure 
continuity between the two network segments and their related information requirement base.
The works discussed above present a number of key planning factors and elements that must 
be incorporated into a formal SPP. In the next section, the SPP as end to end process is 
discussed.
2.2.3 The design of an SPP
Many writers have further developed the works presented above by discussing the process of 
strategic planning. SPP’s have been defined and implemented in very different ways. Early 
research by Chandler [1962], Steiner [1979], Miner [1977], King [1978] and Naylor [1980] 
focuses on the outcome of strategic planning, such as mission, goals and objectives. They also
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describe the methods to achieve them, typically through the assessment of business and 
organisational policies and plans and the evaluation of environmental and organisational 
issues and influences.
Other writers such as Ansoff [1979] and Hofer and Schendel [1978] emphasis a means to the 
end in strategic planning rather the end result itself [Dyson et al. 1990]. The strategy is 
represented as general programmes of action, and the deployment of resources to attain a 
comprehensive set of goals and objectives. These programmes typically include the 
involvement of relevant stakeholders or customers in the development of strategy, each 
contributing their respective requirements and likely directions that are translated into a set of 
goals or objectives. The necessary organisational and/or external resources are then deployed 
to achieve the said goals and objectives and progress reviewed as implementation takes place.
Authors such as Vancil and Lorange [1977] argue that a strategic planning system is simply a 
structured design process that deals with the organisation and coordination of the activities of 
senior and line managers who carry out planning. This concept is further developed by Dyson 
[1990] who describes the SPP as a proactive decision making and management process 
involving consultation, negotiation, and analysis to achieve effective strategic decision 
making. The process created by Dyson [1990] is illustrated at figure 2-3. Research by Naylor 
[1980] also notes that it is important for an organisation to classify the involvement of groups 
in the process of development and review of a strategic plan.
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Figure 2-3: A Pro-active Strategic Decision Making Process5 designed within the context of
strategic option formulation.
A recent article by Mintzberg [1987] paints a clear picture of the diversity and breadth of 
strategic planning. He identifies ten different schools of strategic thinking, that fall into three 
broad groups. The first three are prescriptive, concerned with how strategies should be 
formulated. By contrast, the next six are descriptive, describing how strategies actually get 
made, by focusing on specific aspects of the process of their formulation. The last group, 
which is integrative, combines all others into a single perspective [Stoner, Yetton, Craig, 
Johnson et al. 1994]. For completeness, table 2-1 summarises these different approaches to 
strategic planning. 5
5 Modified from: Figure 3: A pro-active decision making process. In Strategic Planning: Models and Analytical 
Techniques, Robert G Dyson, Wiley Publishers, 1990, p6. The figure shows a strategic base decision making 
and management process aimed to ensure appropriate strategic decisions are made by the organisation.
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Associated Schools Major Features
Prescriptive
School
D esign School Strategy as a conceptual process 
undertaken by CEO.
Planning School Strategy as a  systematic and 
detached process, broken down into 
distinct steps.
Positioning School Strategy as an analytical process, 
concerned w ith competitive 
marketplace.
Descriptive
School
Entrepreneurial School Strategy as a visionary process 
undertaken by CEO.
Cognitive School Strategy as mental process 
concerned w ith perception and 
concept attainment.
Learning School Strategy as an emergent process, 
with strategies emerging over time.
Political School Strategy formulation as a process o f  
exploiting power.
Cultural School Strategy as an ideological process 
based on culture o f  organisation.
Environmental School Strategy as passive process I that the 
environment ultimately impacts 
strategy.
Integrative School
O  1 .  A C ____________
Configurational School Draws upon all o f  the above 
approaches, using each one in 
different circumstances.
______  j t  i -  . . .  . 6Table 2-1 : A Summary of the Prescriptive, Descriptive and Integrative Schools of Strategy6.
6 Information in Table 2-1 obtained and modified from: Strategic Management and Planning. In Management: 
Second Edition, J.A. Stoner, P.W. Yetton, J.F. Craig and K.D. Johnston, Prentice Hall Australia, 1994, pplOO- 
101. The table summarises the schools o f  strategic thinking as developed by HLMintzberg.
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Writers such as Hofer and Schendel [1986] argue that there are several steps involved in a 
formal planning process. They present a process model that incorporates several stages that 
when combined result in a formal and comprehensive planning effort. The model is a 
synthesis of the key elements of a SPP as suggested by several writers including Andrews 
[1980], Cohen and Cyert [1973] and Hofer [1986] and is illustrated at Figure 2-4.
Interestingly, the model acknowledges the social responsibilities and management value of 
the strategic planning effort. This aspect is particularly relevant to the defence organisation. 
Furthermore, the model is sufficiently general such that is may be applied to a number of 
organisations with some minor modification. 7
Figure 2-4: Sequential Steps in the Formal Strategic Planning Process showing their
deliverables and interrelationships7.
7 Modified from: Figure 3-1: Steps In the Formal Planning Process. In Strategy Formulation: C.W. Hofer and D.E. 
Schendel, West Publishing Company, 1986, p48. The diagram demonstrates the key steps of a strategic planning 
process and their respective deliverables and interrelationships.
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Most organisations, including defence forces, now realise the importance of strategic planning 
to their performance and survival. Researches such as Fahey [1989] note that formal strategic 
planning can assist organisations in re-evaluating their strategies by reassessing 
environmental changes and by providing a crucial coordination mechanism for managing 
organisational activities. Other writers such as Magee [1997] argue that even in the rapidly 
changing environments, such as that found in the tactical environment, the directional 
statements and broad guidelines of a strategy can provide a framework for development 
decisions.
For the defence sector, it is further claimed that a formal planning system also promotes 
organisational development through a managerial education process that forces managers to 
analyse and review strategies and constantly gather new information about the organisation 
and its defence environment.
From the literature review it is also apparent many academics acknowledge the need to 
include an implementation phase in the overall SPP. An example of this is Ansoff [1984] that 
questions his original presumption that strategy formulation and strategy implementation are 
sequential and independent activities. Further writers argue that countering this assumption is 
important. Research by Eden [1990] argues that these tasks are hardly separable, rather 
practicing managers cannot think about the future of their organisation without thinking about 
action and implementation.
2.2.4 Customisation of the SPP
Addressing the strategic planning process from an evolutionary perspective, later writers 
recognised the need to place greater emphasis on the design of the SPP itself. Researches such 
as Migliore, Stevens, Loudon and Williamson [1995] argue that a well-designed SPP is 
required for achieving a successful strategic plan. Others, such as Lorange and Vancil [1977] 
and Mintzberg [1984] note that it is important to tailor a formal planning system to the 
specific context of the situation for meeting a particular organisational setting.
Some researchers also argue that the design of a SPP should take into account the specific 
situational setting of the organisation and the environmental influences that could impact the
Chapter Two: Related Research in Strategic Planning Processes Page 51
SPP Kukalis [1991]. Furthermore, where organisations face variable and highly complex 
environmental setting, a more flexible SPP must be developed.
Some researches also discuss the approach to strategic planning in large, public sector 
organisations. As the defence organisation is a large department of federal government, it is 
important to understand these approaches. Writers such as Steiner [1979] observed that a non 
profit organisation’s planning process is a much more difficult process than that of the private 
sector. The argument is further progressed by stating that chains of command in public sector 
organisation’s are not so clearly delineated in comparison to their private contemporarys. This 
observation is very true of the defence organisation that typically implements a complex 
organisational structure to command and control military forces.
Other researchers suggest that managers of public organisations must be effective strategists 
in order to fulfill their organisations mission, meet their mandates and achieve their targets in 
the years ahead Byson [1995]. He also argues that public organisations must understand their 
external and internal environmental context in order to respond effectively to environmental 
influences and dynamics. Other writers also observe that informal planning with large 
organisations is not appropriate as many managers must be involved in the decision making 
process at different times, which demands a well coordinated formal approach to planning 
Vancil and Lorange [1977].
In keeping with these observations, the structure of the NPP needs to reflect the unique 
planning needs and context o f the defence organisation.
2.3 Technology Oriented Strategic Planning Processes
The pace and scale of change in the business environment has increased throughout the 
1980’s and 1990’s as global competition and the impact of technology advances changes the 
way organisations compete and succeed. Technology now plays a strategic role in the 
majority of organisations. Few industries are not significantly affected by technology and 
there are few organisational functions that are not transformed by it [Scott-Morton et al. 
1991].
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This is particularly true of the defence organisation, which will look to technology to achieve 
and maintain the strategically important “information edge” vital in future military operations. 
As the tactical communications network architecture constitutes a key part of a complex C4I 
system, technology oriented strategic planning practices are considered highly relevant to the 
creation of a strategic based NPP for the tactical environment. As such, this section will 
briefly review past and present approaches to:
• Strategic Information Systems Planning (SISP); and
• Telecommunication Strategic Planning (TSP).
For the purposes of this thesis, IT strategic planning processes have been captured in the SISP 
review.
2.3.1 Strategic Information Systems Planning
There are many similarities between business oriented strategic planning and the SISP 
methods, frameworks and processes reviewed. Many early approaches to SISP were directly 
drawn from the traditional management field. Researchers often adopted traditional 
prescriptive and descriptive methodologies discussed in the previous section, and attempted to 
integrate the information system (IS) component in order to develop a SISP. A synthesis of 
these works suggests that early SISP’s were primarily concerned with aligning IS investment 
with business goals, exploiting IT for competitive advantage and developing policies and 
architectures [Earl 1990].
Technology planning techniques such Critical Success Factors (CSF) [Bullen and Rockart 
1981], competitive advantage based approaches [Porter 1980], Business Process analysis and 
Reengineering (BPR) [Hammer 1990], stages of growth planning [Nolan and Gibson 1974] 
and scenario planning [Enzer 1984] make testament to the view expressed by Earl [1990]. 
Some look at the assimilation of technology in organisations in order to gain competitive 
advantage, whilst others focus on defining information needs and categorising application 
systems in an attempt to align organisational and IS objectives and goals.
Whilst these approaches encourage the alignment of technology to business requirements in 
addition to highlighting some of the important elements of the SISP process, writers such as
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Sprague and McNurlin [1993] note that organisations are often forced to employ a 
combination o f these methods because they deal with different aspects of the total planning 
process. As such, the result is a technology planning cycle that becomes a lengthy 
organisation-wide information resource planning effort that may not be appropriate.
It is further argued that many of the methods discussed above are no longer considered valid, 
as the role of technology in the organisation becomes more complex. Furthermore, given the 
pace of technology advancement and the rapidity of deployment, IS planning cycles must now 
be refined and shortened for greater responsiveness. Researchers such as Adams and Schlier 
[1995] note that in today’s fast paced business and technology environments, planning cycles 
are shortening and planning periods are becoming more brief, typically only three to four 
months in duration.
Later researchers argue the need to develop more appropriate SISP methods and practices to 
accommodate growing organisational information needs, increases in process automation and 
the dynamic nature of IS. Writers such as Earl [1990] note that consultants, practitioners and 
researches would seem well advised not to regard SISP as a matter of method alone. 
Proponents of this view promoted a shift from the pure method driven SISP of the past to 
‘purpose built’ SISP processes.
In the 1980’s writers of SISP began a different approach to SISP frameworks and guidelines. 
Such techniques included IBM’s Business Systems Planning (BSP) [Tozer 1996] that 
recognised an organisations mission, objectives, functions and aligned these to business 
processes. Each process was then analysed for its data needs. Data classes are then identified 
and translated into databases. The final plan described an overall IS architecture and 
installation schedule for individual systems. Information Engineering (IE) [Martin 1982] 
provides techniques for building enterprise models, data models and information process 
models. These form a comprehensive knowledge base that then develops and maintains IS in 
the organisation.
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Writers such as King and Zmud [1982] present a strategic IS planning model incorporating 
both information resource and information function contexts8 to define IT infrastructure from 
an organisation-wide perspective and to guide the implementation. Finally, the soft systems 
methodology (SSM) utilises a collection of techniques for technology analysis and 
requirements definition that are more relevant to the individual stages of the IS planning cycle 
rather than a complete SISP process.
Despite their absence in many of today’s organisations, these planning methods include 
valuable attributes, many of which now feature in present technology planning 
methodologies. BSP and IE for example, focus on identifying the data requirements of the 
organisation, whilst the SSM method aims at producing crucial information upon that 
decisions can be made about the IS infrastructure necessary to obtain and/or sustain 
competitive advantage. Both approaches are relevant to the NPP, which must define the 
information and data requirements of the tactical environment and the infrastructure 
characteristics that are necessary to achieve the information edge through a C4I system.
Some writers approached IS planning as an additional function to management information 
systems. Work by King [1994] demonstrates this approach by introducing a hierarchical 
strategic management IS planning framework. The MIS framework represents the three core 
components of the MIS planning processes namely: input; process, and output. The input is 
represented at the top and shows various claimant groups that are followed by an 
organisational strategy set and finally a (MIS) strategy set that is the output of the process.
The key positive of this MIS framework is that is necessitates an explicit and rational 
consideration of the relationships between the organisation [King et al. 1989], the 
environment and the IS that supports it. However, it is argued that the MIS strategy set cannot 
necessarily be defined in a systematic form for all organisation types because the aspects of 
the organisational strategy set will be vastly different in various organisations.
Work by Earl [1989] provides an overview of five popular approaches to SISP. These include 
Business Led, Method Driven, Administrative, Technological and Organisational. Business
8 Information Resource Planning and Information Function Planning address management o f  information 
technologies from an organisation-wide perspective and the traditional technical activities undertaken to deploy 
an IS respectively: IS Policy, Strategic and Operational Planning - King and Zmud Dec 1982.
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led approaches SISP through the analysis of business plans and strategies to identify IS 
requirements. Method driven made the assumption that management would not consider IS 
needs and opportunities without the use of a formal method. The administrative approach 
emphasised resource planning with one-year or multi-year project portfolios produced. The 
technology approach developed architectures and procurement strategies for IT and IS. 
Finally, the organisational approach emphases management involvement and understanding 
of the SISP through multidisciplinary project teams. Table 2-2 provides a good overall of 
each of these approaches to SISP. 9
Business
Led
Method
Driven
Administra
-tive
Technological Organisation­
al
Emphasis business technique resource model learning
Basis business
support
best
method
procedure rigour process
Ends plan strategy portfolio architectures themes
Nature responsive top down bottom up blueprints interactive
Influence IS planner consult committee method teams
Relation
to
business
strategy
fix point derive criteria objectives look at the 
business
Priorities board rational
analysis
central
committee
compromise emerge
IS Role driver initiator bureaucrat architect team member
Table 2-2: Approaches to SISP as developed by M. Earl9. The table summarises the different 
approaches to SISP, their basis, drivers and nature.
9 Modified from Table 5c: SISP Approaches. In Approaches to Strategic Information Systems Planning Experience 
in 21 United Kingdom Companies, M. J. Earl, Oxford Institute o f Information Management Discussion Paper, 
1989, p273. Table outlines the different approaches to SISP and their emphasis, nature and components and how 
these interact with business strategy.
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Later SISP methods appear to closely mirrored the technical status and complexity of the 
technology at the time of formulation. Work by Tozer [1996] introduces the strategic planning 
for information systems (SP4IS) method that reflects the growing complexity of IS and IT 
systems. The SPP cycle comprises of a management, monitoring and control process that 
govern the plan development process through five interrelated phases as shown at figure 2-5.
Phase 0:
Determine Context 
and Scope
Phase 1 :
Determine Business 
Information & Support 
Needs
1.2
Preparatory
information
collection
1.1
Establish study 
context and scope 
initiate study
1.3
Determine business 
information & 
support needs
Business
Planning
Activities
Phase 2:
Assess Current Systems 
and needs
Phase 3:
Determine Strategic 
Solutions
2.1
Assess current 
application & 
technical Status
2.2
Develop
Information
Architectures
2.3
Establish initial 
options for 
strategic options
2.4
Develop business 
cases for meeting 
needs identified
3.1
Identify and 
initiate urgent 
actions
3.2
Determine 
application and 
database solutions
3.3 
Evaluate IT 
status and 
opportunities
►J
3.4
Progress business 
cases and map needs 
to apps and projects
Phase 4:
Prepare and Deliver 
Implementation Plan
4.2
Prepare 
technical 
development plan
4.3
Prepare organisation 
skills/resources 
development plan
4.4
Assemble and
balance cases for
all developments
r
Figure 2-5: A summarised SP4IS Planning Framework as developed by E. Tozer10. The figure 
shows the core stages of the process and their interrelationships.
The SP4IS framework overcomes the lack of integration between strategic planning and 
management control as identified by Radford [1978]. However, it is argued that the 
framework only links the SISP to the business planning activity, and not directly to other 
influences such external environmental factors. In the case of the defence organisation, vital 
influences such as the technology advancement of allied forces would be missed if the SP4IS 
framework was to be applied to the technology planning effort in its current form.
The framework is also somewhat complex and may require a large planning team to 
implement. It does however, acknowledge the requirement to define organisational
10 Modified from: Figure 3-3 SP4IS Planning Framework. In: Strategic IS/IT Planning; E. Tozer, Butterworth and 
Heineman, 1996, pp37. Figure shows the key steps of the SISP and their sequence and relationships.
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information needs, technology opportunities and to form implementation plans as part of the 
overall SISP.
Whilst no one technology planning method discussed above is ideal for every individual 
organisation, it is important to note however that many of the technology planning models 
and techniques presented encompasses many of the key factors and elements that are key to 
the creation of a strategically oriented NPP for the tactical environment. Such factors and 
elements include:
• the analysis of relevant business plans and policies to align technology to the business;
•  the definition of organisational information needs; and
• identifying technology opportunities.
These aspects are particularly relevant to the tactical network given its close relationship to 
the overlaying C4I information network and the rapidly increasing information technology 
infrastructure requirement.
SISP has evolved greatly over the last decade. Many current researches of SISP now place 
greater emphasis on understanding the SISP process itself, arguing this is crucial to 
constructing an effective and efficient SISP that delivers a plan that articulates how IS and IT 
is to be used in the organisation Stoner, Yetton, Craig and Johnston [1994] and Andrews 
[1986]. Other writers such as Lederer and Gardiners [1992] argue that organisations need to 
construct their own SISP that best suits their particular environment and technology 
requirements.
Work by Lederer and Sethi [1994] defines the SISP as the process of deciding the objectives 
for organisational computing and identifying potential computer applications that the 
organisation should implement. Research by Earl [1988] argues that the SISP process must 
incorporate requirements definition and objective setting steps if an effective and efficient IS 
strategy is to be developed. Writers such as Tozer [1996] observe that in many organisations 
the SISP process incorporates the analysis and evaluation of business strategy planning 
activity, organisation structure and policies, and existing IS strategies.
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Acknowledging internal and external environmental factors also play a key part in a SISP 
process. Research by King [1989] observes that the requirements or directives of stakeholders 
both inside and outside organisation need to be factored into the SISP process if the SISP is to 
accurately reflect the influences that impact IS strategy.
Further research by Earl [1993] that analysed several companies engaged in SISP, suggests 
that the process of IS planning and implementation have equal importance. Indeed, it is 
argued it that an implementation strategy cannot be developed without first defining the 
strategy and high level architecture that reflect the IS objectives and goals.
Many of the views expressed above make testament to the fact that recent work into strategic 
planning for IS and IT by writers such as King [1984], Johnson [1984] and Lederer and 
Mendelow [1986] recognised the resource, process and output related problems of earlier 
technology planning methods.
Finally, the literature suggests SISP serves two major purposes: it presents the organisations 
statement of policy toward IS and IT; and it presents the IS organisations vision, directional 
statements and broad decision guidelines. Furthermore, it is argued it is important for 
organisations to undertake some form of SISP. Tozer [1996] notes that even in an uncertain 
environment a SISP can serve a number of useful purposes including business and 
information requirement definition and identification of technologies and systems relevant to 
those needs.
2.3.2 Telecommunications Strategic Planning
Research of strategic planning literature pertaining to telecommunications planning has 
shown there is only a small number of theoretical and conceptual based processes and 
techniques that allow a range of organisations to properly plan for the development of 
telecommunications infrastructure.
The literature does suggest however, that like business oriented strategic planning and SISP 
practices, telecommunications planning acknowledges the need to define and acknowledge 
the impact of environmental influences and business strategy on the technology strategy. Like 
SISP, telecommunications planning also includes an analysis of strategic options through the 
technology scans and a review of current in-house technology.
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Recent work by Bartholomew [1997] introduces a TSP called PEST. PEST analysis that 
considers Political, Economic, Sociological and Technical (PEST) factors in the environment. 
The political factor addresses such issues as deregulation and privatisation, trade blocks and 
telecommunications law. The economic factor is concerned with factors such as rises in 
inflation yet gradual increase o f prosperity amongst the world’s population. Sociological 
factors include growing populations, increasing mobility between countries and growing 
consumerism. Technical factors cover the increased role of telecommunications and greater 
complexity of equipment and systems.
Although the PEST analysis is aimed at telecommunications service providers, it highlights 
some of the driving forces that may potentially influence the technology planning process in 
the defence sector. For defence organisation, the PEST approach encourages a broader 
situational analysis from a national and international perspective, which in turn identifies 
many key factors that will influence the type and scale o f the services to be implemented. The 
technique however, falls well short of defining a comprehensive network planning process for 
a military network.
There is a high degree of similarity between SSP and telecommunications strategic planning 
(TSP). Work by Premkumar and King [1990] identify various key factors that may be 
incorporated into a TSP. Each variable is similar to that that requires consideration in a 
comparable SSP model proposed by Hax and Majluf [1991] that includes such factors as 
economic, technological, governmental, social and industry. These general factors are a good 
representation o f those broader issues that will influence the development of the tactical 
network strategy.
More recent work by Hossain [1997] identifies that it is important to understand the 
influences of the environment and the organisation on the Telecommunications Strategic 
Planning Process (TSPP). This view is justified through thorough analysis of formal strategic 
planning methods and processes. Hossain [1997] also presents a framework for analysing the 
influences on a TSPP that addresses issues such as the forces of government regulation, 
technological changes and changes in the international technology marketplace.
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Whilst each of these factors are examined in the context o f formulating a TSSP process for a 
national telecommunications strategic plan, each has of the factors presented has the potential 
to significantly impact a defence organisations technology strategic planning process. For 
example, government regulation plays a major part in the defining the core roles and 
objectives of the national defence force. Such core factors then determine capability priorities 
that are subsequently aligned with major technology requirements through the SPP.
Finally, research by Hubbard [1988] identifies five essential steps for telecommunications 
planning:
• business strategy;
• applications analysis;
•  technology analysis;
• schedules and budgets; and
• organisational review.
This planning system is particularly relevant to the defence organisation given the 
requirement for technology to make a direct contribution to operational capability. The initial 
step relates business strategy to telecommunications by developing mission, goals and 
objectives for telecommunications in relation to application requirements. This aspect makes 
it particularly relevant to the defence organisation engaged in a technology planning effort.
The second step further develops the telecommunications of the organisation by performing 
an applications and technology analysis to evaluate current applications and technology 
infrastructure and new technology opportunities. The final two steps, the schedules and 
budgets and organisational review take the outputs of the first three and define any network 
changes and upgrades necessary, their cost and the organisational resources (ie human and 
financial) required to achieve them.
It is important to note, that elements of this approach have been implemented by the ADF for 
major IS and telecommunications projects in the fixed domain, and have proved highly 
successful. It is important the NPP for the tactical environment incorporate many of these
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planning factors and process elements to ensure a comprehensive and integrated network 
architecture is achieved through a formal network strategy.
2.4 Key Elements of the Strategically Based Network 
Planning Process for the Tactical Environment
A synthesis of the writings above indicates that there are several planning factors and 
elements that must be incorporated into the network planning process (NPP) for the tactical 
environment. The incorporation o f such factors and elements will ensure an appropriate 
technology planning process is developed and that an effective network strategy will result 
from the planning process.
From the research presented on strategic planning for general business, four important 
elements emerge. Broadly summarised, these include:
• the analysis of the internal and external environmental and organisational factors that will 
impact strategy;
• the incorporation of requirements setting and goal and/or objectives setting and review 
effort;
• the identification and involvement of relevant strategy claimants or stakeholders;
• the formulation and selection of strategic solutions;
• development of a formal strategic plan; and
• concurrent development o f implementation plans.
A review of strategic planning for technology demonstrates many similarities between 
business oriented and technology oriented strategic planning. For example, authors of both 
forms of strategic planning acknowledge the need to undertake environmental and 
organisational analysis in addition to objective setting as part of the overall planning effort. 
There are however distinct differences between the two, and hence strategic planning for 
technology embodies several characteristics generally not found in traditional forms strategic 
planning. These are:
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• the need to align technology to business strategy through the review of relevant business 
and organisational strategies, policies and plans;
• the requirement to define the objectives for the technology of the organisation;
• the identification of organisational information and/or data needs and associated 
applications;
• the requirement to acknowledge the wider forces that influence technology development, 
such as government regulations and recognition of dominant technologies;
• the need to identify technology opportunities through a broad technology scan; and
• creation of broad technology architecture models or frameworks as part of strategy 
formulation.
The strategically based formal NPP for the tactical environment will embody all of the factors 
and elements discussed above to ensure the network strategy deliverable portrays an accurate 
picture of the future directions of technology in the tactical segment of a C4I system.
In addition to these elements, many authors argue the need to construct a formal planning 
process that meets the unique needs, challenges and features of a particular organisation and 
its environment. In particular, work by Mintzberg [1984], Dyson [1990] and Earl [1989] 
focuses on the more fundamental design issues of a SPP, including the necessity to embody in 
the planning process:
• a fundamental decision making process;
• some form of structured analysis, such as top down or bottom up organisational 
evaluation or interactive analysis; and
• measurement and control features.
The planning process for the tactical environment comprises of these fundamental 
components of a SPP given that they play an important part in determining how best to link 
and implement the higher level planning factors and process elements as discussed above.
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2.5 Conclusions
In this chapter a review of business oriented and technology oriented strategic planning 
methods, practices and processes has been undertaken to complete the research process for 
this thesis. The primary outcomes of this research include the need to develop a formal 
network planning process that incorporates a number of planning factors and elements that are 
fundamental to a successful SPP. Such planning factors and elements include:
• a decision making process;
• a situational analysis process; and
• management and control mechanisms to manage the SPP.
In addition to these fundamentals planning principles, a number of high-level process 
elements were also identified through the literature review. These are:
• requirements definition;
• objectives setting; and
• architecture design.
The high-level elements will establish the structure and primary stages of the NPP, which will 
be aimed at delivering a network strategy and implementation plan. This high-level structure 
will be underpinned by comprehensive decision making and situational analysis processes 
aimed at promoting and enhancing the quality of the NPP and its deliverables.
In the next chapter, each o f these factors and elements will be combined with the finding of 
the research into defence planning processes and practices to form an appropriate NPP for the 
military tactical environment. Through this approach, the NPP will encompass a sound 
theoretical and conceptual base derived from the literature review, whilst at the same time 
meeting the conceptual and practical challenges of planning for technology in the defence 
sector.
To maintain a strategic focus, the NPP will be applied at the network level to ensure the 
network strategy for the tactical environment is represented at an appropriate level. That is, 
within a formal strategic plan that is consistent with the overall requirements and directions of
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the whole C4I information network. Hence, the NPP will be used to identify the key network 
requirements of the tactical component o f a complete C4I information network.
In the next chapter the NPP is applied to deliver a formal network strategy for the military 
tactical environment. Each stage of the NPP will be explained in detail as the process is 
executed, to illustrate the outcomes of the respective stages and how they contribute to a 
network strategy.
3. Chapter Three.
A Strategically Based Network Planning Process for 
the C4I Tactical Communications Network.
The literature review in chapter two provides a sound theoretical and conceptual base for the 
creation of a network planning process (NPP) for the military tactical network. In this chapter, 
a NPP is presented that embodies the key planning factors and elements that emerged from 
the research process. These are combined with the unique conceptual and practical planning 
needs o f the defence organisation discussed in chapter one and appendix A.
Based on these research findings, the NPP is a technology planning process that includes the 
following components:
• a fundamental decision making process;
• a situational analysis process; and
• a staged and managed higher level planning structure.
Each component of the NPP is further enhanced by the inclusion of several process elements 
to ensure the delivery of a comprehensive and workable network strategy. These include 
proactive, reactive and reflective elements that are incorporated into the situational analysis 
process to ensure all past, current and future influences on the tactical environment are 
captured during the network planning effort.
In this chapter, the NPP and its strategy deliverables is presented in the context of the ADF 
maritime tactical communications environment. Whilst the decision making and situational 
process structures are not be discussed directly, the role and influence of these processes in 
relation to each stage o f the NPP is explained to properly clarify the process and outcomes of
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the particular stage. Both of these processes will be further discussed in chapter five, where 
their respective contributions will be examined in detail.
Through a flexible, five stage planning process, the NPP will develop and deliver a 
comprehensive C4I network strategy for the tactical environment. The primary aim of the 
NPP is to develop the network strategy as an extension of business and operational strategy. 
This is achieved by defining the role of technology in the tactical environment in a series of 
network requirements and objectives supported by a comprehensive high level architecture 
model11 comprising of four layers:
• business architecture;
• information architecture;
• applications architecture; and
• technology architecture.
As the NPP is developed and each planning stage explained, example network requirements, 
objectives and an architectural model are developed to illustrate the theoretical, conceptual 
and practical aspects of the planning process. Implementation plans are also presented to 
illustrate the complete planning cycle. This will be followed by the development of an 
example concept design in chapter four to demonstrate the ability of the NPP and network 
strategy to deliver a sound, practicable network solution.
3.1 An Introduction to the NPP
The NPP is borne from the research process of this thesis, which is based on the review of 
academic and defence planning processes and practices to determine the key elements and 
factors of the NPP. The findings of this research are presented in chapters one and two, and 
annex A of the dissertation. The approach to formulating the NPP is presented in section 1.3 
of chapter one.
11 Modified from IT Architecture is a Process, Not a Document: F. Magee, GartnerGroup, 22 Dec 97. Planning 
brief outlines a five stage architectural model, four stages of which have used to develop and tailor an 
architectural model framework for the NPP and network strategy being developed in this thesis.
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Through this research process an NPP that embodies and logically associates the key elements 
of a formal SPP, in addition to the unique planning needs of the defence organisation is 
established. Hence, the NPP is a customised formal planning process for the military tactical 
environment.
In this thesis, the NPP is executed at the network level by undertaking a network requirements 
analysis of the military tactical environment. Through this approach, the key requirements of 
the tactical element of the future C4I information network are captured. These requirements 
can then documented in a formal strategic plan, which provides a framework for the 
development and implementation of the C4I technology infrastructure of the tactical 
environment.
The NPP is designed to provide a structured process that can be used to promote and guide 
network planning activities and is shown at figure 3-1. The customised NPP draws upon 
many of the business and technology strategic planning concepts and processes reviewed in 
chapter two, but importantly acknowledges the need for the defence organisation to construct 
their own strategic planning process (SPP).
Influences
I f f
Figure 3-1: The Strategic based Network Planning Process for the tactical environment that 
may be employed to develop a Tactical Network Strategy.
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The NPP addresses the classical elements of a strategic plan: where to go; how to get there; 
and what to do. The NPP is represented by five major stages that occur in a sequential 
manner. These include: Requirements Definition; Objectives Setting; Architecture; Network 
Strategy; and Strategic Implementation Plans.
The activities undertaken in each stage are designed to capture the crucial influences, both 
business and technology oriented that directly or indirectly impact the network strategy. 
Feedback paths between each stage are also incorporated to permit the management and 
control of the process, and to promote a continuous planning effort given the rapid infiltration 
of technology into the defence sector.
Stage one of the NPP, the requirements definition stage, evaluates many of the environmental 
and organisational factors on strategy as observed by Vancil and Lorange [1977], King [1989] 
and Weihrich [1990]. The stage is an information collection effort defines the network 
capability requirements of the stakeholders from both a business and information needs 
perspective.
Stage two, objective setting, defines the characteristics of the technology of the new tactical 
network environment. Many academics observe that the setting and reviewing of objectives is 
a key part of formulating a strategic plan Dyson [1990] and Lorange and Vancil [1977]. In 
this stage, a set of governing objectives are formulated by capturing the new directions and 
themes of stage one and the review of current objectives through gap analysis.
Stage three, the architecture stage of the NPP reviews the technological factors as stated by 
King and Premkumar [1990], Earl [1989] and Hubbard [1988] with the view to formulating a 
high level architecture model for the new tactical network environment. The deliverable of 
this stage is a tactically oriented, but strategic based architectural model and a list of select 
mobile communications architectures and technologies that are consistent with the network 
objectives.
Stage fourth of the NPP, the network strategy, outlines the broad directions and role of 
technology in the tactical environment and comprises of three core components. These 
include the business and information requirements, network objectives and architectural 
model established through the previous stages. The final stage, the strategic implementation
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plan, like the previous two stages has a tactical flavour and defines a series of tasks or projects 
to achieve the new network environment that are aligned to the objectives set.
The NPP structure is based on a formal decision making process that incorporates five key 
decisions and decision points. These are:
• defining business and operational requirements and associated information needs;
• defining the key characteristics and standards of the new network environment;
• definition and selection of appropriate mobile networks and technologies;
• defining the new direction and role of technology in the future tactical environment; and
• the implementation plan for developing the new network environment.
Each stage of the NPP presented in figure 3-1 is designed to answer each of these key 
decisions, and like the high level stages of the NPP is sequential in nature. Hence, the 
fundamental decision making process is directly mapped to, and represented in the NPP. The 
decision making process also encompasses three important process elements, namely 
reflective, reactive and proactive analysis. These process elements serve an important role by 
ensuring the analysis and decision making of each NPP stage is undertaken in past, present 
and future context. This is important given the nature of the tactical environment and its 
unique planning needs, which demand a process that can not only improve upon past tactical 
networks, but rapidly implement more appropriate and advanced mobile technologies.
Comprehensive situational analysis is undertaken during the first three stages of the NPP and 
includes the following elements:
• environmental analysis;
• organisational analysis; and
• technological analysis.
By enhancing the analysis and consultative efforts undertaken in each stage of the NPP, the 
situational analysis process assists in achieving the outcomes of each stage and hence, in 
reaching the key decision points.
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Management and control mechanisms are also included in the NPP that are represented by the 
feedback arrows linking each stage. These mechanisms ensure each stage and therefore each 
key decision is reviewed and confirmed in light of the outcomes of the previous stage.
Broadly, the NPP represents two levels of strategic planning for technology. The first level 
concerns improving the relationship and planning process between the areas responsible for 
technology development and the remainder o f the organisation. The requirements definition 
and objectives setting stages of the NPP are designed to better this partnership.
The second level involves getting the best possible use of applied technology to achieve the 
network objectives. This is achieved during the architecture design stage that systematically 
aligns the technology recommendations of the stage to the business requirements through the 
network objectives. By separate analysis of business requirements and technology 
infrastructure in the NPP, both issues can gain greater attention and better overall use of 
technology resources.
The deliverable of the NPP is a network strategy that outlines the broad directions and role of 
technology in the tactical environment. This is defined by a series o f comprehensive network 
requirements and objectives supported by a broad architectural model, which is illustrated at 
figure 3-2.
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Network Strategy
Business Architecture
Business Structure
Information Architecture
Classification and Association
Application Architecture
Access, Usage and Interoperability
Technology Architecture
Infrastructure and Connectivity
Figure 3-2: The Architectural Model of the NPP that show the various architectural layers
and their respective focus.
The network requirements set reflects the business and operational requirements and 
associated information needs of the organisation. The business and information layers of the 
architectural model supplement this requirements set. The network objectives articulate the 
key characteristics of the new tactical network environment and are directly derived from the 
requirements set. As such, the underlying application and technology architectures are based 
on the network requirements derived form the network requirements analysis. These 
architectures are supplemented by a list of relevant technologies that are capable of satisfying 
the objectives. Hence, a complete picture of the new tactical network emerges.
3.2 The Benefits of the NPP
For the tactical environment, there are four important benefits to applying the NPP. These are: 
• the NPP formulates a clear set of requirements and objectives for the new tactical 
network;
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• the NPP produces a network strategy directly linked to the operational capability and 
business needs o f the defence organisation;
• the NPP incorporates an architecture design stage that directly links technology to
t
business and operational requirements through the network objectives; and
• the NPP links the technology of the fixed and mobile segments of the C4I information 
network through formal evaluation o f organisation wide technology infrastructure and 
future technology initiatives.
The NPP also provides three unique benefits. Firstly, it brings together many of the 
theoretical and conceptual strategic planning processes and practices reviewed in chapter two 
to establish a sound SPP base for the NPP. The NPP also acknowledges the unique planning 
needs of the defence organisation, which further enhance its conceptual basis and add a 
tangible practical aspect to the NPP that is necessary to ensure proper implementation in the 
tactical environment.
Secondly, it incorporates a high-level architecture definition phase alongside the proven 
strategic planning stages o f requirements definition and objectives setting. The aim of the 
architecture stage is to take the design strategy that traditionally exists at the tactical planning 
level, and reproduce it in a higher form such that it may be applied to the strategic planning 
activity. This focuses new attention on technology infrastructure in an effort to balance long­
term needs with the desire for responsiveness and initiative that are imperative in the tactical 
environment.
Finally, the NPP is highly flexible, able to be scaled to suit a range of planning activities. The 
process may be applied to a full-scale network planning effort or to a single development task 
that may only be associated with certain stakeholders and technologies. This asset makes the 
NPP particularly relevant to the tactical environment where small upgrades are often deployed 
in light of rapidly changing operational requirements.
3.3 The Primary Stages o f the NPP
Each stage of the NPP is designed to contribute to the delivery of an appropriate tactical 
network strategy. This is achieved by focusing the analysis process of each stage o f the NPP
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at the network level. Importantly, network requirements analysis for the tactical environment 
is not undertaken in isolation but rather in the context of the wider C4I information network, 
including the strategic and operational domains. As such, the stages of the NPP determine the 
key requirements, objectives and architecture of the tactical element of a complete C4I 
information network.
The application o f the NPP at the network level also maintains a strategic focus to the 
network planning effort, thereby ensuring the network strategy deliverable contributes to the 
overall business and operational capability of the defence organisation.
The following sections o f this chapter will describe the NPP in detail by examining the 
concept behind each stage, and providing an example of its application to the ADF maritime 
tactical environment. Each stage will be explained in terms of its input, process and output in 
order to demonstrate its relationship to the network strategy deliverable.
3.3.1 The Requirements Definition Stage
The needs of the business, as articulated by the senior management, are the only possible 
authentic foundation for a viable technology strategy [Tozer et al. 1996]. The specific 
requirements of the organisation, along with its likely directions must be established and 
agreed before technology solutions can be realistically considered.
The principal aim of this stage is to identify organisational and environmental factors that will 
impact the network strategy. The stage defines new business/operational requirements and 
supporting information needs in the context of the decision making process. Hence, the 
fundamental decision making and situational analysis processes of the NPP support the stage.
Organisational and environmental factor identification and new requirements definition is 
achieved by creating a formal partnership between the various stakeholders of the strategy 
who hold important knowledge about the organisation, and who have a sound understanding 
of its environment and likely future directions.
The stage also identifies the interdependent planning cycles in a complex defence 
organisation thereby linking technology strategy to business strategy. Such planning cycles 
include: corporate business and operational plans; corporate IS plans; business and
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operational unit plans; business unit IS plans and the relevant policies and plans of external 
authorities.
The partnership and planning process improvement undertaken in this stage is indicative of 
the first broad level of strategic planning for technology that is aimed at formulating the 
business and information architectures, and is shown at figure 3-3.
Figure 3-3: First Broad Level of Strategic Planning for Technology. This philosophy is
embraced in the first stage of the NPP.
Stage one of the NPP is the most crucial and complex phase of formulating a network 
strategy. It forces the organisation to review current strategies and to gather existing and new 
information about the organisation and its environment through a structured process. The 
translation of business strategy into technology planning occurs through the auspices of senior 
management initiative, structured interviews, business/technology steering committees, and 
comprehensive examination of current business and IS strategies and policies. Major 
stakeholders actively participate in these activities to ensure the outcome of requirements 
definition stage accurately reflect the current and future business and IS directions and 
requirements of the defence organisation.
The concept behind this stage is shown at figure 3-4 provides an example of the key 
influences that will effect the tactical network strategy in the ADF maritime element. Each 
influence is a reflection of the knowledge held by, and information requirements o f one or 
more of the stakeholders.
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Defence
Corporate
Strategies
Government
Policy
Requirements 
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\ ________ /
Information
Collection
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Defence
Corporate
Policies
Figure 3-4: Process o f Formulating Business and Information Requirements for the ADF
Maritime Defence Element.
In the context of the ADF maritime element a number of organisational and environmental 
factors are reviewed. Government defence policy reflects the wider environmental issues and 
trends that will impact the capability of the ADF on both a regional and global basis.
The review of defence corporate strategies and policies in addition to command level 
strategies assists in gaining a thorough understanding of the more specific factors influencing 
defence activities. These factors include trends in defence capability, operational tasking and 
defence objectives. Table 3-1 provides a summary of the relevant policies and plans in 
relation to the above influencing factors and relevant ADF maritime stakeholders.
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Factor Policy and/or Plans Related Stakeholder
Defence Corporate 
Strategies
ADF Strategic Plan
Allied Forces Capability Programs
Defence & Navy HQ’s 
Strategy and Intelligence
Defence Corporate 
Policies
Australia’s Strategic Policy 
Defence White Paper
Defence & Navy HQ’s
Command
Strategies
Navy Headquarters Strategic Plan 
Maritime Command Strategic Plan 
Naval Support Command Strategic Plan 
HQ Australian Strategic Theatre Plans
Joint and Maritime 
Command Headquarters 
Support Command 
Tactical Units
Information Needs Corporate Information Management 
Policies
Defence Communications Plan 
Command Information System Plans 
Allied Forces Technology Programs 
RANCIS Review Report 
C4I Doctrine
Corporate Information 
Joint and Maritime 
Command Headquarters 
Security Directorates 
Defence
Communications 
Tactical Units
Organisational
Structure
Navy Headquarters Strategic Plan All Stakeholders
Table 3-1 : ADF Maritime Strategic Plans and Policies relevant to Technology Planning for
the Tactical Environment.
Through this information collection effort, the requirements of the organisation in relation to 
the network strategy are identified at the program (corporate), sub program (business unit) 
and individual unit (functional) level. The information gathered through this stage highlights 
both corporate and unique business and information needs. New requirements are identified 
and current requirements that are still relevant are retained.
These requirements are then consolidated into primary business domains and associated area 
information flows. These outputs are represented in the network strategy as a series of broad 
network requirements statements and business and information architectures. The business 
architecture is a definition of the inherent structure and characteristics of the organisation. The 
information architecture defines the information domains, their associated functional 
information systems and interrelationship.
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3.3.2 T he  O b jectives S etting  Stage
A key part of formulating a strategy involves setting and reviewing objectives [Dyson et al. 
1990]. Objectives are important for several reasons: they provide a sense of direction; they 
focus effort; they guide plans and decisions; and assist in evaluating progress. What the 
network strategy will achieve, rests largely on the relevance and accuracy of the objectives in 
light o f new business, operational and information needs in the future tactical environment.
The objectives set of the strategy will outline the way in that future technology will support 
the new business, operational and information needs in light of new C4I doctrine. The key 
characteristics of the network are defined to acknowledge the significant process redesign and 
architectural changes associated with the new tactical communications network environment.
Broadly, the stage addresses two key issues: the nature of what can be achieved via the 
network strategy; and the determination of what network characteristics are most important. 
Figure 3-5 shows the concept behind the objectives setting stage.
Figure 3-5: Second stage of the NPP that identifies the process of objective setting for
network strategy.
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The objectives of the network strategy are developed through analysis o f the requirements 
definition stage findings and from the review of current network objectives and goals. The 
process highlights any gaps between the restated objectives and the changes in organisational 
capability identified in the previous stage. Hence, like the previous stage the activities of 
objectives setting draw upon the fundamental decision making and situation analysis 
processes of the NPP.
It is important that the objectives quantify network performance in absolute terms so that 
there can be no dispute over the results of the network strategy. As such the deliverable of the 
stage is a set of precise statements that articulate the objectives of the new network that reflect 
the business and operational requirements, and associated information needs of the defence 
organisation. These objectives are then documented the network strategy.
3.3.3 The Architecture Design Stage
The aim of architecture stage is to provide an interpretation of the tactical network 
architecture at the strategic level and in the context of organisation wide C4I technology. The 
objective of this is to focus new attention on technology infrastructure in an effort to balance 
long-term technology needs with the desire for responsiveness and initiative. Both o f which 
are crucial elements in the tactical network.
The network architecture required for the new C4I information network centric system is 
more complex then current tactical network architectures and based on a broader range of 
defence business and operational requirements. As such, the inclusion of this stage attempts to 
better the network planning effort by directly aligning technology development to defence 
business requirements and clearly defining the associated technology architectures. Therefore, 
the stage is indicative of the second level of planning for technology as shown at figure 3-6, 
and involves getting the best possible use of applied technology to achieve network 
objectives.
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Figure 3-6: Second Broad Level of Strategic Planning for Technology. This philosophy is 
embodied by the Architecture Design stage of the NPP.
Importantly, this stage removes risk of making pure tactical decisions on C4I technology 
infrastructure by establishing high level application and technology architectures that are 
directly linked to the business and information architectures. In other words, the design 
strategy deliverable of the stage represents the influence technology development places on 
the network strategy in relation to the defence requirements established in previous stages of 
the NPP.
The concept behind this stage is shown at figure 3-7. The process aims to review the 
technological factors that impact strategy as stated by Premkumar and King [1990] and 
Hubbard [1988], and the additional technological influences relevant to the ADF maritime 
tactical environment. This review is based on the underlying decision making process and 
network objectives that are a key input. Hence, the decision making and situational analysis 
processes of the NPP support the planning activities of the stage.
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Figure 3-7: Third stage of the NPP that involves the process of formulating an architecture
design strategy for the network strategy.
The stage encourages the realistic assessment of current network assets and status to identify 
prevailing dependencies and constraints. All current and future network applications are 
documented to identify functional IS, and to quantify workload patterns and application 
scenarios. Given the massive R&D effort spent on commercial mobile and wireless 
technologies and the increasingly tight fiscal constraints of military sector a review of 
commercial communications services is also undertaken.
The technology scan focuses on identifying new technology opportunities that are relevant to 
the tactical environment given the new network requirements and objectives, and the 
dependencies of the current technology infrastructure.
A review of related technology projects that are currently being planned, or have been 
approved, is also included to identify any network infrastructure or applications systems that 
will be deployed prior to or post the implementation of the network strategy.
The evaluation of military specific criteria is included to determine the network capability 
needed to support joint, regional and international operations. In the case of the ADF 
maritime tactical element, the selection o f technology is heavily influenced by the technology 
adopted by allied forces, such as the United States Navy (USN).
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The benefits of the architecture strategy must be evident to the organisation as a whole. The 
primary advantage for the ADF maritime tactical element must be the increased ability to 
share information across the organisation and across the functions, and to avoid the stovepipe 
systems of the past. Accordingly, the major deliverables of this stage must be consistent with 
the network objectives as defined by the NPP. These deliverables include:
• the application and technology architecture; and
• suitable mobile communications networks and technologies.
For consistency, the application and technology architectures developed for the ADF 
organisation mirror the business and information architectures established in stage one of the 
NPP. The application architecture documents all multimedia applications relative to the 
information domain or domains in which they reside. In the tactical information domain major 
application classifications include combat data; administration; logistics; and command and 
control systems as presented figure 1-1 of chapter one.
The technology architecture reflects the high-level infrastructure guidelines established in the 
fixed network segment that includes WAN, CAN and LAN levels. For the tactical 
environment, the technology architecture should cater for the connectivity required by both 
the individual unit and for multiple units operating in a task group, plus access to “external” 
networks.
3.3.4 The Network Strategy Stage
The aim of the network strategy stage is to document the outcomes of the previous stages into 
a formal strategic plan that outlines the directions and role of technology in the tactical 
environment. The network strategy presented here has been developed for the ADF maritime 
element to demonstrate the structure of the strategy and the depth of information contained 
within.
The technology infrastructure of the organisation enables or disables the ability of the defence 
organisation to effectively execute its operational strategy. As such, the network strategy 
treats the development of the C4I tactical network architecture as an extension of business and 
operational strategy. This is achieved by defining the character of the business and
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information requirements, the nature o f the applications and the supporting technology 
infrastructure required. As such the core components o f the network strategy are:
•  network requirements set that reflects the business and operational requirements and 
associated information needs;
• a network objectives set that outlines the key characteristics o f the new tactical network;
• a broad architectural model that comprises o f interrelated business, information,
application and technology layer; and
• a list of select mobile communications architectures and technologies.
By applying the requirements definition stage to the ADF maritime element a series of 
potential network requirements for the network strategy are identified12. These include: 
general; functional; service level; security; capacity and performance; and organisational. An 
example of each for the tactical network strategy is as follows:
• General - provide the tactical technology infrastructure to link C4I multimedia IS such 
that mobile maritime units and end users have access to the appropriate information on a 
national (Australian), regional (Asia) and global level;
•  Functional - provide the user with immediate access to relevant information including the
ability to retrieve C4I information with little or no delay irrespective of operating
environment;
• Service Level - provide an acceptable level of network reliability and availability to 
support the maritime tactical business needs including command and control, intelligence, 
logistics, administration and combat operations;
• Security - meet defence security standards;
• Capacity and Performance - meet business applications performance standards, including 
response time, throughput and workload;
• Organisational - provide a network to link all tactical units at the tactical, operational and 
strategic level; and
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• Financial - the new tactical network must aim for cost reductions in operation and 
maintenance in relation to new defence budget estimates.
Business and application layers of the architectural model that are also delivered through this 
stage support the requirements. The business layer represents the business structure of the 
organisation and identifies the linkage between the different business elements. The 
information layer illustrates the supporting information, its associated classification and the 
relationship to the structure of the business.
The resulting business and information architectures for the ADF maritime element are shown 
at figures 3-8 and 3-9. For the purpose of the network strategy, the business and information 
architectures may be viewed in the context of strategic, operational and tactical environments.
Figure 3-8: Broad Business and Information Architectures that are delivered through the
requirements definition stage of the NPP.
For the defence organisation technology is focused on productivity, effectiveness and 
efficiencies. Superior network performance means operational excellence and the capability 
of supporting very small to large-scale military operations. In the tactical environment the 12
12 Modified from: Naval Information Network Strategy, Dec 93, which documented a number of key business 
requirements and applications which the fixed RAN communications network infrastructure must support.
network must accommodate geographically distributed relatively autonomous functional 
(tactical) units.
Therefore, the objectives for the tactical network must reflect this focus. Some of the key 
objectives for ADF maritime tactical network could include:
• the tactical network must provide a responsive, agile and integrated mobile technology 
infrastructure that supports all C4I multimedia information services and is integrated into 
the fixed network;
• the tactical network must meet the level of mobility required by all maritime tactical units 
by developing an intelligent network that supports roaming across the required 
geographic regions and wireless communications systems;
• the network architecture must provide survivable C4I information flows irrespective of 
operational environment by provision o f path diversity and multiple mobile hosts;
• the network architecture must provide interoperable and transparent C4I connectivity 
between single service, joint and allied multimedia information systems and external 
agencies by the adoption of open systems standards;
• the tactical network must support the secure exchange of C4I information between 
authorised users and systems to the appropriate defence security standards, and prevent 
the release of information to unauthorised personnel and systems; and
• the tactical network must provide the management tools that enable operational and 
technical personnel to remotely and locally manage and manipulate network resources.
Given these objectives, the network strategy must produce a scaleable tactical network that 
provides access to C4I multimedia information. Furthermore, the tactical network must 
provide integrated capability that responds quickly to the tactical unit’s information demands 
in a secure and sustainable manner.
To meet this challenge, the architecture design stage of the NPP delivers the application and 
technology layers of the architectural model, and a list of selected mobile communications 
architectures and technologies that are capable of satisfying the network objectives. These
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layers guide the implementation of the selected technologies to ensure they support the 
information and business structures also presented in the architectural model.
The tactical network must provide a platform for the C4I applications that will support 
business and operational information needs. Hence, to develop the tactical network the 
essential applications that will drive it need to be specified. Developing the application layer 
of the architectural model groups all applications that are accessed by users in the tactical 
environment.
The applications of the example ADF maritime element is shown at figure 3-9 with the 
underlying technology architecture that defines the supporting network infrastructure and 
connectivity.
Figure 3-9: The broad Application and Technology Architectures that are delivered through
the Architecture Design stage of the NPP.
For the defence organisation the network strategy defines broad functionally based 
application categories. Specific applications may be documented under each category and the
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domain or domains in which they reside to better understand the information flow into and 
out of the tactical domain. For example, the logistics category would include the stores 
management host system used to manage material resources. For the ADF maritime element, 
logistics IS typically resides in the operational and tactical domains and therefore 
communications must be supported between and within these domains.
Finally, the technology layer is representative of the technology infrastructure. The 
implication of the technology layer is that the network infrastructure must be ultimately 
linked to the business, information and application architectures. Hence, broad network levels 
are defined in light of all other architectural layers and act as a strategic guide to the 
application and implementation of specific communications technologies in the tactical 
environment.
The technology layer is represented by three core levels constructed to support applications 
and information flows, namely the WAN, Task Group Area Network (TGAN) that is the 
equivalent of the fixed Base Area Network (BAN) or campus level network in the strategic 
and operational environments. The TGAN is employed during operations involving multiple 
mobile units or joint and allied exercises and is transitory in nature. The lowest level is the 
LAN. In the context of the C4I tactical network strategy, individual tactical units are 
represented at level I. The technology architecture also incorporates external network access, 
security and management layers as defined by the network objectives.
The selected technologies to be applied to the technology layer are also documented in the 
network strategy. The mobile architectures and technologies include:
• emerging satellite communications systems including Global Broadcast Services (GBS);
• digital radio services that include second and third generation mobile communications 
architectures and systems; and
• communication protocols that manage wireless services and support mobility, such as 
Wireless ATM and Mobile IP.
To support these core components, the network strategy also provides information on other 
relevant issues. This information may include related projects, stakeholders and risks. For the
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ADF maritime element, such projects include the upgrade of high frequency (HF) and satellite 
communications (SATCOM) services and the continuing development of the C4I system. 
Relevant ADF maritime stakeholders are listed at table 3-1 of this chapter. The strategy may 
also document risks. For the ADF maritime tactical element, one key risk is the adaptation of 
commercial mobile communications technologies to the military environment.
3.3.5 The Strategic Implementation Stage
To implement the C4I network strategy it is essential that an implementation plan is 
developed that identifies that major tasks that will satisfy the network objectives and meets 
the design strategy identified in the early stages the NPP. This stage of the NPP documents 
the initiatives and projects that will be developed and why. Hence, this completes the 
planning cycle. A number o f strategic project options may also be documented in the strategy, 
enabling stakeholders to select a particular project, or a combination of these to satisfy the 
objectives set. The implementation strategy also serves as a foundation for a more-detailed 
technical architecture to be developed in the later stages of network development.
This approach enables senior management to reconcile the application and technology 
architectures to the business and information of the organisation, but most importantly it 
provides a migration plan that will guide the development of network from its current state 
into the future structure. Furthermore, it provides a basis for identifying and prioritising 
projects.
In this dissertation, the required WAN infrastructure to support the new tactical environment 
will be used as the example to demonstrate the process of the implementation phase. Table 3­
1 provides a series tasks alongside the relevant network objective. These tasks are then 
translated into specific projects. This process may also define the owners of various projects 
or initiatives and completion dates.
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Objective Tasks Projects
1. The C4I tactical network A. Develop a maritime wide I. Develop Concept Design
must meet the level of 
mobility required by all 
maritime tactical units by 
incorporating roaming across
wireless backbone network 
over appropriate transmission 
services.
for wireless tactical WAN.
geographic regions and B. Establish configuration II. Develop tactical network
wireless services. standards for tactical LAN, 
TGAN and WAN 
infrastructure.
C. Provide communications 
connectivity to enable access 
to the necessary C4I 
multimedia IS.
hardware and software 
configuration standards.
III. Develop Detailed Design 
and Implement tactical WAN 
solution.
Table 3-2: Implementation Tasks and Associated Objectives as they relate to the example
Wireless WAN Project.
The strategy implementation stage also addresses several key management tasks that flow on 
from the implementation of new technology infrastructure. For the tactical environment, the 
establishment of a new mobile WAN service has impacts for:
• system operator and maintainer training;
• supporting documentation;
• security guidelines;
•  staff recruitment profiles;
• network support organisations;
• logistics support (stores);
• implementation and operational costs; and
concept of operations.
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3.4 Summary and Conclusions
In this chapter, the NPP structure has been presented. The NPP structure is based on the 
findings of the research process presented in chapter one. Such findings include the key 
planning factors and elements of the accepted strategic planning processes and practices 
presented in chapter two of this thesis. These components form the fundamental theoretical 
and conceptual basis of the NPP. The NPP also embodies the unique conceptual and practical 
planning needs of the defence organisation to form a customised technology based planning 
process for the tactical environment. These unique planning needs are presented in chapter 
one and appendix A.
Each stage of the NPP has been explained in detail to demonstrate its relationship to SPP 
theory and concepts, and to provide conceptual and practical examples of its applicability to 
the defence sector. The later of which has been achieved by applying the NPP to the example 
ADF maritime element. In addition, the underlying structure of the NPP has been discussed to 
illustrate the linkage between each primary stage and the fundamental decision making and 
situation analysis processes of the planning process.
Each stage of the NPP has been focused at the network level to ensure the network strategy 
maintains a strategic emphasis and hence, contributes to the overall business and operational 
capability of the defence organisation through an integrated C4I information network.
An example network strategy for the ADF maritime tactical environment has been developed 
to demonstrate how a series o f network requirements, objectives and architectural model for a 
future maritime based C4I tactical network can form a comprehensive network strategy. 
Importantly, this example network strategy also illustrates how a technology strategic plan 
promotes synergy between business and technology elements of the defence organisation.
From this network strategy a concept design of the new tactical network can be developed 
that is highly consistent with business and information needs of the organisation. The next 
chapter of this dissertation is dedicated to developing this example concept design using the 
architectural model and network objectives defined in the network strategy.
4. Chapter Four.
A Concept Network Architecture Design for the New 
Tactical Environment
The network strategy developed through the network planning process (NPP) has provided the 
foundation for the concept design o f the future tactical communications network. Utilising the 
network requirements, objectives, architectural model and mobile technologies identified in the 
example tactical network strategy, this chapter demonstrates how a technology strategic plan can 
be translated into a concept network design.
This process will be demonstrated using specific components of the network strategy presented in 
chapter three. The network objectives and architectural model will be combined to form an 
architectural framework against which, selected technologies may be applied. The example will 
be based on the wireless tactical WAN task identified in the strategic implementation stage of the 
NPP. This task satisfies the development of a new wireless WAN architecture to supports the 
network objectives set.
Because this task is associated with the infrastructure and connectivity component of the network 
strategy, the concept design to be developed will closely mirror the technology architecture layer 
of the strategy’s architectural model. The alliance between the selected mobile communications 
architectures and technologies, and the architectural model of the network strategy is shown at 
figure 4-1.
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Figure 4-1: The relationship of the mobile communications technologies to the technology 
architectural layer. The figure also illustrates the association between the technology architectural 
layer and the higher level architectural layers of the network strategy.
To better illustrate the relationship between these preferred mobile architectures and technologies 
and the tactical network strategy, each will be briefly explained as the concept design is 
developed. For further information, a more detailed overview of these mobile technologies is 
provided at Annex B of this dissertation.
4.1 Formulating the Concept Design of the Tactical WAN
From the network strategy it is recognised that emerging commercial technologies in mobile and 
wireless communications and internetworking offer the opportunity to revolutionise tactical 
communications networks. The advanced nature of these emerging mobile commercial 
technologies now means they may out perform their military equivalents and will continue to do 
so given the massive R&D efforts in the sector. Notwithstanding this, every nations defence 
organisation demands superior communications [Younger and Pullinen et al. 1996] with unique 
characteristics that are generally not found in commercial networks.
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The challenge for defence organisations will therefore be to design a tactical WAN architecture 
that effective utilises commercially based mobile technologies in conjunction with military 
systems to enhance existing operational capability. The network strategy documented in chapter 
three meets this challenge by providing a set of broad network objectives and a high level 
architectural model upon which new technologies may be applied to the tactical environment in 
manner consistent with the strategic directions of the defence organisation and the technology 
itself.
The process for developing the concept is to translate the technology layer of the architectural 
model and network objectives onto an architectural framework. This framework is illustrated at 
figure 4-2. The selected mobile communications architectures and technologies may then be 
applied to this framework to form a concept design for the tactical WAN example.
MOBILITY
Figure 4-2: The Tactical Network Architectural Framework that embodies the network objectives
and architectural model of the network strategy.
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The technology architecture layer of the network strategy identified three core network levels: 
WAN, TGAN and LAN. The concept design o f the tactical WAN will remain consistent with this 
approach by applying the relevant mobile technology to each of these layers. These mobile 
technologies include:
• wireless network architecture for tactical WAN;
• mobile communications technologies for the tactical WAN; and
• mobile communications protocols for the tactical WAN.
This approach permits the concept design of the wireless WAN to be developed in layers, 
commencing with the underlying architecture followed by layer two, which is the overlaying 
wireless communication system. Finally, the protocol structure of the mobile network is applied 
and is shown as layer three.
The objectives set of network strategy is also incorporated into the architectural framework and 
are represented as a series of characteristic surrounding the technology layer. The security module 
represents the security policy and features that are integrated across each layer of the technology 
architecture. In this thesis, discussion on network security has been limited to ensure military 
secrecy is not compromised. The mobility module represents the network mobility and 
intelligence features needed to provide the level of mobility and connectivity required. The 
interoperability module deals with the adoption of open systems standards that will be applied to 
future defence networks. Finally, the survivability module represents the protection of network 
resources.
Like the objectives and technology layer, the mobile architecture and technologies presented in 
the concept design are taken directly from the network strategy. They have been selected on the 
basis of their ability to form an appropriate tactical WAN that is consistent with network 
objectives. How these technologies satisfy the network objectives will be demonstrated by 
describing the advantages and features of these technologies.
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4.1.1 T he W ireless N e tw o rk  A rch itec tu re  fo r  th e  T actical W AN
Research in mobile networking at the University of Maryland USA introduces a new concept 
mobile network known as Mobile Ad hoc Networks (MANET) [Macker and Corson 1998]. The 
MANET design philosophy proposes a wireless topology viewed as a “mobile internet” where 
MANET nodes are considered as mobile subnets. The architecture consists of integrated 
communications devices and routers that provide the wireless fabric (physical connectivity) 
necessary to establish the desired logical network topology. Figure 4-3 shows the architectural 
concept of a MANET topology.
Figure 4-3: MANET Architectural Concept that shows mobile nodes, hosts and physical and
logical topology of the example network13.
A MANET consists of a number o f autonomous nodes that are able to move about arbitrarily. 
Each node consists of a router, one or more hosts and one or multiple wireless communications 
services [Macker and Corson et al. 1998]. At any given point in time, a wireless connectivity 13
13 Modified from Mobile Ad Hoc Networking and the IETF: Macker and Corson; ACM Mobile Computing and 
Communications Review, Oct 98 which discusses the MANET concept in detail describing its features and 
advantages.
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fabric in the form of a random, single hop or multihop “ad hoc” network exists between a few or 
many nodes dependent upon the information access needs of the nodes therein.
Given these properties, the MANET architecture is considered a highly appropriate choice for a 
wireless tactical WAN. Hence, the MANET architecture will be used to establish the WAN layer 
of the architectural framework. To demonstrate the application of a MANET in the context of the 
Australian Defence Force (ADF) maritime tactical environment, a potential concept MANET 
architecture is show at figure 4-4.
Figure 4-4: Fundamental Concept Architecture of New Tactical Network using MANET 
architecture. The figure shows an example MANET network architecture that can support tactical 
maritime operations around the Australian mainland.
The concept MANET architecture shown provides an example how many tactical units in several 
geographical locations around the Australian mainland may be supported in the tactical segment
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of the complete ADF maritime WAN. The fixed segment shown is the existing maritime 
information network that supports operational and strategic defence units and is also based on 
router technology. Hence, an integrated communications network is achieved.
4.1,2 Mobile Communications Technologies for the Tactical WAN
Mobile communications system capability will be key to the ubiquitous connectivity required in 
tactical networks, and must provide the wireless interfaces, mobility [Short, Bagrodia and 
Kleinrock 1995] and internetworking needed to deliver multimedia information to tactical nodes.
As with the underlying MANET architecture established in the previous section, commercially 
based mobile communications technology will play a large part in the military wireless 
communication system of the future. This is primarily due to their ability to provide increased 
connectivity options, redundancy and bandwidth whilst reducing operational costs through 
economies of scale. Nevertheless, strategic military communications networks, such as HF radio 
and dedicated satellite, will continue to play a key role in the tactical WAN.
In this section, second and third generation mobile communications systems and technologies 
identified in the network strategy are applied to the tactical WAN concept design. These systems 
and technologies have been selected based on their ability to deliver the network functionality 
required as identified in the network strategy. These mobile communications systems will be 
combined with future military communications services to establish the next layer of the tactical 
communications concept design that will overlay the MANET architecture shown at figure 4-4.
Applicable mobile communications systems and technologies include:
• digital wireless networks; and
• satellite communications services.
A WAN in the tactical environment may comprise of one or a combination of these network and 
services dependent upon the nature of communication required. For example, tactical nodes 
communicating at the WAN level may use a Global System for Mobile Communications (GSM) 
bearer for close in (micro/macro) communication, but rely on satellite services for more extended
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(mega) coverage. Figure 4-5 provides a communications profile for the tactical environment as it 
applies to the ADF maritime element.
Okm 3 0 k m  8 0 k m  3 0 0 k m  2000km
----------- ►
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---------------------------------------------------------
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Figure 4-5: Tactical Communications Bearer Profile that illustrates the communications services 
available at the micro, macro and mega levels to tactical units.
4.1.2.1 Digital Wireless Networks
Second generation digital wireless systems identified in the network strategy include GSM. GSM 
services operate in Australia and in at least 100 other countries [Drane, Macnaughtan and Scott 
1998]. Applications common to GSM include integrated voice and data services with 
transmission rates of upto 9.6Kbps for data using a single Time Division Multiple Access 
(TDMA) time slot.
Two key developments, High Speed Circuit Switched Data (HCSD)14 and General Packet Radio 
Service (GPRS)15 will improve the ability o f GSM to handle data at rates of upto 19.2 Kps as well 
as other multimedia [Johnson and Egan 1996]. The applications that are delivered through these
14 Current Evolution of the GSM Systems: IEEE Personal Communications Journal, Vol 2 No.5, Oct 95 which 
discusses the development of the HCSD feature and its potential implementation schedule.
15 Concepts, Services and Protocols of the new GSM Phase 2+ General Packet Radio Service; IEEE Communications 
Journal, Vol 35 No.8, Aug 97 which discusses and presents the development of GPRS and its associated services.
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new developments include e-mail, fax, short message service (SMS) and Web browsing 
capability.
According to Younger and Pullinen [1996] GSM will offer a wide range of benefits to the 
military user, particularly for tactical communications in the field. In 1993 the ADF and a 
national telecommunications service provider, Optus embarked on a project to develop a military 
GMS (MGSM) service. Under the title of Project YUWA, the ultimate goals of the project are to 
provide:
• an integrated MGSM architecture;
•  military grade priority, pre-emption and multi-party conferencing; and
• tactical security to the secret level.
There are two key third generation systems for future mobile communication systems being 
developed in Europe, namely Universal Mobile Telecommunications System (UMTS) and 
Mobile Broadband System (MBS). UMTS and MBS goals involve the evolution and integration 
of today’s second generation digital cellular systems together with new terrestrial and satellite 
components [O’Mahoney et al. 1998]. In keeping with this strategy, a fully evolved GSM Phase 2 
network could act as a pre-UMTS system with limited bandwidth, coverage and network services.
UMTS is being standardised by the European Telecommunications Standards Institute (ETSI) 
and is intended to provide a wide range o f mobile services upto 2Mb/s to users. MBS is aimed at 
providing a range of broadband services with transmission at upto 155Mb/s. [Aghvami 1998] 
notes however, that the standardisation o f MBS has not yet been commenced. A feature of third 
generation systems is their ability to support of a wide range of multimedia services and the 
compatibility of these with the fixed segment.
To demonstrate the third generation network concept, figure 4-6 provides a broad overview of a 
UMTS network architecture developed within the International Mobile Telecommunications at 
2000 MHz Project (IMT-2000) family. The diagram demonstrates the core components of a 
UMTS and how the architecture integrates mobile terminals and broadband fixed networks. MBS
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will employ a similar network architecture, but with the likely inclusion of a large number of 
ATM switching and multiplexing units.
MS DP - Mobility and Services Data Point
LE - Local Exchange
IN Control - Intelligent Network Control
Figure 4-6: UMTS Network Architecture Concept that illustrates the core elements of the UMTS
system and their interrelationships16.
The goal of the UMTS project is to define a wireless network architecture as radio independent as 
possible [El-Hoiydi 1998]. This approach permits the mobile communications system of the 
future tactical WAN to use a single third generation wireless infrastructure for past and future 
radio systems and equipment. The potential also exists to integrate HF, VHF and UHF military 
radio systems into the new infrastructure to leverage the inherent intelligent network functionality 
and centralised switching capability. 16
16 Modified from: Rainbow UMTS Network Architecture - “Radio Independence in the Network Architecture of the 
Universal Mobile Telecommunications System”: A. El-Hoiydi; Globecom 98 Conference Proceedings, Nov 98 
which outlines a core UMTS network and the ability of the network to use several types of radio services.
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Applying GSM, UMTS and MBS technology to the tactical network vastly increases network 
bandwidth and the number of communications bearers available to tactical units at the micro and 
macro levels. These levels permit information exchange at the WAN, TGAN and LAN levels.
A possible concept UMTS third generation mobile network for the ADF maritime tactical 
environment is shown at figure 4-7. The example assumes a Virtual Private Network (VPN) 
comprising of infrastructure that is both defence owned and part of the public network.
Figure 4-7: UMTS Network applied to the ADF Maritime Tactical Network. Figure shows the 
deployment of mobile terminals and their integration into the fixed network using the Australian
mainland as an example.
The diagram shows a number of communications taking place using a third generation network. 
Both physical and virtual links are illustrated to show a potential connectivity scenario.
At the task group (TGAN) level, a number of tactical units in a relatively small geographical area 
may exchanging information using a third generation system. This possible through installation of
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a mobile base station onto a tactical unit that effectively integrates the tactical unit into fixed 
network. As shown in the example, task groups may or may not connect to fixed base stations on 
the mainland, dependent upon their communications need at any given point in time.
At the LAN level, an independent tactical unit that may require access to fixed C4I IS and is 
operating relatively close to a fixed base station. In this example the independent tactical unit is 
acting as a mobile terminal, drawing upon the network intelligence provided by the fixed base 
station. In the future, it is likely major tactical units will be fitted with both mobile terminal and 
fixed base station technology to ensure maximum capability in all operational scenarios.
Secondary base station sites are also shown to demonstrate how the range of a tactically based 
third generation network may be increased. This may achieved through the addition of base 
stations to tactical units, fixed sea structures such as oil rigs or even base stations located in 
commercial networks or in allied countries that are programmed to permit priority access to 
defence units. The later will certainly be possible given the universal nature of third generation 
networks.
4.1.2.2 Satellite Communications Systems
Third generation communications systems will also integrate satellite communications systems. 
This feature will satisfy the mega connectivity requirement of the tactical WAN, enabling tactical 
units located in widely dispersed geographical regions to communicate via a single, integrated 
communications network. [O’Mahony 1998] observes satellites are also useful for providing 
seamless continuity o f service within a primarily terrestrial network.
Through the architecture design stage of the NPP, several viable satellite systems have been 
identified and include:
• Low Earth Orbit (LEO) networks;
• Geosynchronous Earth Orbit (GEO) satellites; and
Global Broadcast Service networks.
Chapter Four: A Concept Design for the new Tactical Environment Page 102
A number of LEO satellite projects are currently underway, including IRIDIUM, Globalstar 
Orbcomm and Teledesic, each providing global coverage and affordable user terminals. With 
orbiting altitudes between 500 and 2000 km above the earth’s surface LEO networks will provide 
medium bandwidth communication (64Kps-2Mbs) with small end-to-end delays (typically 
100ms) and low power requirements for user terminals [Uzunalioglu, Yen and Akyildiz et al. 
1997]. Moreover, intersatellites links (ISL) and terrestrial network gateways allow dynamic 
routing of a connection, enabling integration o f terrestrial and satellite networks into a 
consolidated backbone service.
Traditionally, military networks have employed low speed GEO satellite communications for data 
and voice communications. Future increases in spacecraft power and large-aperture, deployable 
antennas are expected to enable new Geostationary (GEO) satellites to rival the LEO systems 
within regions defined by their footprints.
A number of operators, including Lockheed Martin, have opted for regional GEO systems 
typically using only one satellite and a backup [Miller et al. 1998]. Despite the round trip 
propagation delay of about 260ms, GEO platforms remain a viable transport option for 
information exchange in the future tactical environment.
GBS is now finding important applications in defence for moving large volumes o f information to 
remote locations. The use of GBS direct-broadcast communication satellites is an effective means 
of providing access to a wide range o f information sources for deployed forces. The GBS satellite 
will typically be a GEO platform that receives an uplink stream, reamplifies it and transmits the 
stream over a spot beam antenna. The effective data rate of GBS is upto 120 Mb/s, however this 
is only achievable through the use o f advanced modulation schemes and common data transport 
protocols [Archer and Loiselle 1997].
The integration o f commercial LEO, GEO and GBS services with military GEO services, will 
ensure the tactical WAN has more ubiquitous, universal connectivity then ever before. These 
features will be vital to the tactical environment of the future that will comprise of a complex 
network centric C4I system.
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In summarising, figure 4-8 shows how the application o f these satellite services to the wireless 
communication system layer will add another dimension to the future tactical network 
architecture. By combining commercially based terrestrial and satellite services with their 
military contemporaries, tactical units will have access to higher bandwidth and a greater number 
of connectivity options irrespective of location. Furthermore each of these mobile technologies 
makes a valuable contribution to the level of intelligence, management, security and 
standardisation needed in the future tactical environment.
Figure 4-8: Terrestrial and Satellite Communications Bearers of the New Tactical Network that 
forms an integrated mobile communications network enabling short, medium and long range
communication and information exchange.
4.1.3 M obile  C om m u n ica tio n s  P ro toco ls fo r th e  tac tica l W A N
With the underlying network architecture and wireless communication system layers established, 
appropriate mobile communications protocols must be incorporated into the concept design to 
provide network control and management. In this section key protocols identified in the 
architecture stage of the NPP are discussed and applied to the tactical architecture to form the 
third component of the concept design.
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Given that ATM, IP based networks are now supporting a substantial number of large 
commercial and defence organisations, the most logical choice for the ADF is to select protocols 
that will enable the logical extension of the fixed network into the mobile segment. The following 
protocols have the distinct advantage of attaining an overall homogeneous network system:
•  Wireless ATM (WATM); and
• Mobile IP.
4.1.3.1 WA TM Protocol
Through the ATM forum an enormous amount of work is being devoted to the development of 
WATM that will extend the multimedia services typical of fixed narrowband and broadband 
networks to the wireless segment.
The WATM network architecture consists of ATM switches with mobile capability, radio access 
points and WATM terminals as shown at figure 4-9. ATM switches provide a cell switching 
function between one or more of its wired and wireless interfaces [Acharya, Li, Ansari and 
Raychaudhuri et al. 1998] through the network to network interface (NNI). Radio access ports 
provide connectivity between the ATM switch and WATM terminals through a user to network 
interface (UNI).
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Figure 4-9: Wireless ATM High Level Architecture that illustrates the core components of a
WATM network and their interconnection17.
As shown, this architectural approach leads to the extension of the standard ATM services to the 
mobile terminal, with full integration of wireless and mobility functions into the user, control and 
management planes of the ATM protocol stack [Marsan, Chiasserini, Fumagalli, Lo Cignois and 
M unafoetal. 1998].
More importantly, WATM is emerging as a serious candidate for the next generation of mobile 
systems [Mitts, Hansen, Immonen and Veikkolainen et al. 1996]. For the tactical environment, 
this enables the development of a virtual WATM network that extends fixed C4I multimedia 
information services into the tactical network. Furthermore, the adoption of a WATM architecture 
encourages maximum integration with defence fixed networks and commercial third generation 
wireless systems.
Figure 4-10 shows a possible application of a WATM backbone to the tactical network. The 
resulting hybrid network enables tactical units to access the C4I information available whether 
connected directly to the wireline or wireless segment. In the example shown, a task group
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comprising of a number of ATM terminals may be serviced by a major tactical unit that is fitted 
with a ATM switch. In the case of a individual unit fitted with a LAN, a ATM switch or terminal,
may be fitted for communication over a varying range o f communications bearers in the tactical 
environment.
Figure 4-10: An example WATM Backbone for the Tactical Network that provides WATM 
connectivity to tactical units around the Australian mainland.
A WATM backbone will prove a valuable asset in supporting network communication over 
medium to high bandwidth links. Furthermore, employing WATM in the tactical WAN 
effectively resolves many of the mobility management issues such as connection handoff and 
location tracking [Nenonen and Mikkonen 1996], This is achieved by extending the physical, 17
17 Modified from Mobicom Presentation: Wireless ATM MAC performance evaluation case study, 1996 which 
presents the WATM network architecture and the performance of the MAC protocol layer in this network 
configuration.
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medium access and datalink controls protocols of fixed ATM transmission into the mobile 
segment [Acharya, Li, Ansari and Raychaudhuri 1998].
There are however, two key functions that WATM will not perform to the level required in a 
tactical network. These include mobility support for C4I hosts in the tactical environment, and the 
low bandwidth communication links inherent to long range, sometimes isolated military 
operations. This is due the inability of WATM to support mobility above the data layer and the 
poor performance o f ATM over low bandwidth links
4.1.3.2 Mobile IP Protocol
Mobile IP offers a solution to both these problems and may be employed with WATM to 
provided an integrated protocol layer capable of supporting a magnitude of network operations. 
Mobile Internet Protocol (Mobile IP) is a standard protocol that builds on the Internet Protocol by 
making mobility transparent to applications and higher level protocols like Transport Control 
Protocol (TCP). To [Perkins 1998] Mobile IP is best understood as the cooperation o f three 
separate mechanisms:
• discovering the care o f address;
•  registering the care of address; and
• tunnelling the care o f address.
The Mobile IP protocol defines two agents for supporting mobility: the home agent and the 
foreign agent. [Jue and Ghosal et al. 1998] describe the home agent as typically a router or host in 
the mobile hosts home network that maintains mobility binding (a permanent IP address with a 
temporary IP address translation) for the mobile host.
In the event of network failure, Mobile IP has a mechanism that allows the node to try to register 
with another unknown agent on its home network if a mobile node cannot contact its home agent. 
This method of automatic home agent discovery works by using a broadcast IP address as the 
target for the registration request [Perkins et al. 1998].
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A foreign agent maybe a router or host in the network that the mobile host is visiting, and 
provides the mobile host with a temporary care of address to enable packets to be forwarded to 
the mobile host. Addresses are obtained on a foreign network using Dynamic Host Configuration 
Protocol18 (DHCP) or another suitable method such as Point to Point Protocol (PPPv6).
Hence, network configuration allows the mobile host to use two IP addresses, the static home 
address and the care of address that changes at each point of attachment [Rajagopalan 1995]. This 
allows users to move around in the network and yet maintain continuous connectivity. Figure 4­
11 provides a graphical overview of the operation of Mobile IP.
Home Network 
126.121.56.xxx
Figure 4-11: Network Operation using Mobile IP19. Figure shows a basis Mobile network with 
mobile hosts, home and foreign agents to support mobility.
Developments in IPv6 will see the inclusion of many features for streamlining mobility support. 
Additional features will include:
• route optimisation;
• multicasting;
18 DHCP: RFC 1541, Bucknell University, Oct 93 is a protocol standard which supports dynamic address allocation 
and may be used in conjunction with Mobile IP to strengthen network performance.
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•  improved security19 20; and
• improved source routing options.
In the tactical network, Mobile IP will support the highly mobile C4I hosts and for 
communication over both high, medium and low bandwidth links. For high to medium speed 
links Mobile IP may be used in conjunction with WATM to provide efficient network 
connectivity. In the case of low bandwidth links, Mobile IP combined with PPP21 for example, 
may provide the means of supporting mobile nodes in a truly automated and integrated tactical 
network. Figure 4-12 illustrates the application of the Mobile IP concept to the ADF maritime 
element operating within national boundaries.
Mobile Host Connected to Home Network
19 Modified from - Design and Analysis of a Replicated Server Architecture for Supporting IP-Host Mobility: ACM 
Mobile Computing and Communications Review: vol 2, Jul 98 which illustrates the fundamental components of a 
Mobile IP network and its operation.
20 Mobile IP agents use RFC 1321 Message Digest 5 (MD5) with 128-bit keys to create digital signatures for 
registration purposes which may be used to improve the security of a Mobile IP network.
21 PPP performed well in the RAN Task Group WAN trial, Jul 98. Trial was conducted by RAN and involved the 
exchange of email using radio networks integrated by routers.
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Figure 4-12: Application of Mobile IP in the Tactical Network. Figure shows the deployment of a 
Mobile IP network to support tactical units with mobile hosts operating around the Australian
mainland.
The example shows the Mobile IP concept applied to a maritime tactical unit that is normally 
based on west coast of Australia. Connected to its home network, the tactical unit symbolises a 
static network node with a host residing in a single subnet. When this tactical unit becomes 
mobile and proceeds to the east coast, a “care-of-address” is allocated at the new point of 
attachment on the foreign network. This “care-of-address” indicates the tactical node’s current 
point of attachment with respect to the network topology [Perkins et al. 1998], and is concurrently 
registered with the home agent.
When the tactical unit is connected to a foreign network, the home agent on the home network 
gives the appearance that the tactical unit is continually able to receive data on its home address. 
This is achieved by the home agent receiving all packets destined for the mobile node and 
redirecting them for delivery to the tactical node’s present “care-of-address”. Hence, through IP 
and higher level protocols such as TCP, connectivity is maintained irrespective of location.
4.2 The Concept Design
By incorporating the mobile technologies and networks identified in the previous sections, a 
unified concept network capable of fulfilling the objectives set of the network strategy emerges. 
The concept design illustrated at figure 4-13 represents a three tier wireless tactical WAN that 
forms a heterogeneous network capable o f supporting a C4I system that comprises of a number of 
functionally based information systems.
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Figure 4-13: C4I Tactical Network Concept Design that comprises of three core layers namely, 
MANET architecture, third generation communications systems and a Mobile IP internet.
The concept network comprises o f MANET architecture, superimposed by a third generation 
wireless communication system, and a dual stack protocol layer based on a IP internet and a 
mobile ATM network.
The concept design satisfies the network objectives of the strategy by applying the selected 
mobile communications architectures and technologies to architectural framework presented in 
figure 4-2 o f this chapter. Table 4-1 summarises the contribution made by each mobile 
technology to the network objectives.
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Network Mobile Technology Contribution
Objective
Mobility MANET Unique Mobile Network Architecture 
designed for transient mobile WAN’s that 
incorporates mobile routers and hosts.
Third Generation 
Communications 
System
Seamless, global wireless connectivity.
WATM Location management, connection handoff 
and bandwidth management.
Integration with fixed network.
Mobile IP Support for mobile hosts through 
attachment to both home and foreign 
networks.
Integration with fixed network.
Security Mobile IP Encrypted Digital Signatures for 
registration of mobile hosts on the network.
Third Generation Communications 
Systems.
Interoperability Mobile IP and WATM Open system, standardised protocols.
Third Generation 
Mobile
Communications
Systems
Standardised Global Mobile 
Communications Networks with radio 
independence.
Survivability Third Generation 
Communications 
System
Multiple Communications Bearers 
(Terrestrial and Satellite). 
Frequency Hopping Capability.
Table 4-1 : Contribution made by the selected Mobile Communications Technologies to the
Network Objectives.
In addition to meeting the network objectives, the concept design has several key advantages:
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• it allows for the complete integration of the mobile and fixed segments of the total defence 
network;
• it advocates the adoption of the more advanced commercial mobile technologies and services, 
whilst at the same time allowing the integration of military specific communication and 
information systems; and
• it meets the mobile specific requirements of the tactical environment by providing the level of 
network intelligence, security, management and standardisation required.
4.3 Summary and Conclusions
Using on the architectural framework illustrated at figure 4-2, a sound concept design for the 
future tactical WAN has been developed. Translating the network objectives, architectural model 
and mobile technologies of the network strategy, has formed the architectural framework. This 
approach ensures the concept design is consistent with the business and information requirements 
and objectives of the defence organisation.
The concept design realises the wireless tactical WAN task that was identified as a key task in the 
implementation strategy presented in chapter three. This task has been developed in the context of 
the ADF maritime tactical environment. The tactical WAN and comprises of three core layers 
namely, the fundamental MANET architecture, an overlaying third generation communications 
system and a final layer WATM network and IP internet. Each technology satisfies one or more 
of the network objectives by enhancing network mobility, security, interoperability and 
survivability.
In the next chapter, a thorough analysis of the NPP will be undertaken to illustrate the whole 
contributions of the NPP and subsequent network strategy and concept design. These 
contributions relate to the improvements made to formal strategic planning processes for 
technology, defence planning needs and operational capability. The later of which concerns the 
practical contribution made by the concept design.
5. Chapter Five.
An Analysis of the Network Planning Process for the 
Military Tactical Environment
In this thesis, a formal network planning process (NPP) for the military tactical environment 
has been presented. This planning process embodies the theoretical and conceptual factors 
and elements of a formal SPP, in addition to the conceptual and practical characteristics 
required to satisfy the challenges of planning for technology in the defence sector.
The NPP promotes synergy between the business and technology elements of a defence 
organisation by delivering a network strategy that formally defines the tactical component of 
an integrated C4I information network. This is achieved by applying the NPP at the network 
level to define the network requirements, objectives and architectural model of the C4I based 
tactical element. Hence, the NPP takes a network requirements analysis approach to 
technology planning in military tactical environment.
The ability of the NPP to deliver a practicable network solution has also been demonstrated, 
with the development of a mobile WAN concept design for the tactical environment in 
chapter four.
In this chapter, a detailed evaluation of the NPP is undertaken to illustrate the theoretical, 
conceptual and practical contributions of the formal planning process, and its network 
strategy and concept design deliverables. These contributions are made to the areas of formal 
strategic planning, defence technology planning efforts and operational capability, the later of 
which is achieved through effective use of technology.
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5.1 The Advantages of Applying Strategic Planning to the 
Tactical Environment
The research undertaken in the defence sector demonstrates that the tactical environment 
represents the most complex of military information domains, yet remains the most under 
developed. This lack of development is primarily attributed to:
• the absence of cognate strategic planning process for the tactical environment as 
employed in the fixed network domain;
• a lack of coordination between the organisational elements responsible for technology 
planning;
• a lack of recognition of the impact of strategic issues and wider defence capability on 
tactical capability; and
• selection and implementation of mobile technologies and systems on an immediate and 
individual requirement basis only.
Many high-level defence documents22 highlight the “information edge” as being a critical 
requirement for successful military operations in the 21st century. Hence, the proper planning 
of defence communications has become more critical to meet the complex requirements of the 
future C4I system. For the ADF maritime element to develop a tactical network able to 
support the C4I system, it must adopt a formal planning process that goes beyond simple 
technology selection.
Because the future tactical network represents a complex wireless communication system, 
devising a network strategy is an essential and challenging task. Furthermore, the advanced 
nature of new commercial mobile technologies combined with defence budget cutbacks and 
delayed modernisation of military communications [Peterson and Lindley 1999], demands a 
new approach to the forward planning of tactical networks.
As has been shown, defence organisations can no longer sanction the development of tactical 
networks in the absence of an extant strategy as they have done so in the past. To continue in
22 Those documents include ADF and Allied Nation strategic and operational policies and plans presented in table 
3-1 in chapter three of this thesis.
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this manner will result not only in a costly and unstructured network that is not sustainable in 
the longer term, but one that cannot support the information format and level of connectivity 
desired in future military operations.
The first step in removing the informal development efforts of the past is to develop a formal 
planning process that is tailored to the tactical environment. The key to formulating a NPP for 
the tactical environment, is to establish a technology planning process that incorporates the 
unique planning requirements of the defence organisation with the accepted strategic planning 
practices and methods of the academic sector. Both of which have been established through 
annex A and chapters one and two of this thesis respectively.
The NPP presented meets this challenge by encompassing a number of key planning factors 
and elements. The combination of these factors and elements results in a well-structured 
planning process, underpinned by a broad decision making process. Through this approach 
the unique needs and characteristics of the tactical environment are properly defined, enabling 
the enlightened selection and application of appropriate mobile technologies to support 
tactically based military operations.
5.2 The Contributions of the NPP to Technology Planning and 
Development
The process of developing a network strategy is vital to understanding how technological 
advancements can redefine the tactical environment, and at the same time align it to existing 
and new business and operational requirements. As a major part of this thesis, research was 
undertaken in both the academic and defence sectors to determine what properties were 
essential to a technology planning process for the military tactical environment. The outcome 
of this research highlighted several planning factors and elements that were theoretical, 
conceptual or practical nature.
In chapter three, these theoretical, conceptual and practical components were harnessed to 
form an appropriate NPP for the tactical environment. In this chapter, it maintained that these 
planning factors and elements that characterise the NPP, in fact become its contribution to 
technology planning and development in both the academic and defence sectors.
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In the following sections of this chapter, the theoretical, conceptual and practical 
contributions of the NPP are presented. Each of these contributions is established through the 
enhancements made to the following areas:
• formal strategic planning processes for technology;
• defence planning practices; and
• operational capability of defence organisations.
5.3 The Theoretical and Conceptual Contributions of the NPP 
to Formal Strategic Planning Processes for Technology
The literature review undertaken in chapter two examines both business oriented and 
technology oriented strategic planning practices and methods. From this review, several key 
planning factors and elements both essential and relevant to a technology planning process 
were identified. This section examines these key factors and elements, focusing on:
• the structure of NPP; and
• its underlying situational analysis and decision making processes.
The strength of the NPP lies in its ability to logically link the important factors and elements 
that form a formal strategic planning process that delivers an effective strategic plan. Authors 
such as Dyson [1990], Ansoff [1984] and Earl [1989] submit such factors and elements 
include:
• a judicious and relevant decision making process that defines the key decisions (scope) 
and decision points (objectives);
• situational analysis process to capture the relevant influences;
• conceptual planning stages, such as objectives setting to answer the key decisions; and
• measurement and control features to ensure the performance of the planning process are 
both appropriate and sufficient.
As illustrated in figure 5-1, each of these factors and elements are represented in the NPP, 
which associates them in a novel technology planning process for the defence environment.
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The NPP is a systematic and complete planning process that comprises of a series of key 
decisions that must be answered through comprehensive information collection, analysis and 
consultative efforts.
ENVIRONMENT
* Environmental, Organisational and 
Technological Analysis
* Resource analysis
ORGANISATION
TECHNOLOGY
•Primary stages: Requirements 
Definition, Objectives Setting, 
Design Strategy, Network Strategy 
* Management o f  Planning Process
HIGH LEVEL STRUCTURE 
AND PLANNING STAGES
Reflective j Reactivé Proactive
•Requirements Set 
* Objectives Set 
•Architectural Model 
•Implementation Plan
•Reflective, Reactive and Proactive Decision Making 
* Fundamental Planning Technique 
•Planning Process Objectives and Scope 
•Clearly defined decision making steps
Figure 5-1: Higher Level Contributions of the Complete NPP. Figure shows each major 
component of the NPP and its contribution to the whole NPP.
The decision making process forms the theoretical foundation of the higher level planning 
stages by defining key decisions and decision points of the complete process. This effectively 
establishes the scope and objectives and management structure of the NPP. The decision 
making process is further enhanced through the association of three key process elements that 
ensure each decision is considered and made in a reflective, reactive and proactive manner.
Based on the decision making process, the higher level planning process is developed. In the 
case of the NPP, conceptual planning stages are implemented on a sequential basis and 
culminate in the delivery of a comprehensive network strategy based on the information 
correlated during each stage. By adopting a sequential planning process, the NPP adheres to 
the decision making and management structure. Furthermore, each primary planning stage is
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aimed at delivering a particular component of the network strategy plan, thereby ensuring 
complete continuity between the NPP and the network strategy document itself.
The outcomes of each primary planning stage are enhanced through the situational analysis 
process that feeds directly into the NPP high level structure as illustrated in figure 5-1. 
Environmental, organisational and technological analysis is applied to the relevant stages of 
the NPP. This is demonstrated in the first stage of the NPP as illustrated in figure 3-3 of 
chapter three. Technological analysis occurs during stage three of the NPP as shown in figure 
3-6. Through this approach all potential influences are captured during the planning process, 
thereby ensuring a more accurate and well-founded network strategy.
The network strategy itself adopts a new strategic plan structure by presenting a four tier 
architectural model supported by network requirements and objectives set that are delivered 
through the stages of the NPP. The architectural model presents the broad business, 
information and application and technology structures of the organisation. The network 
strategy also includes an implementation plan that outlines the tasks or projects to be 
implemented. These tasks and projects are aligned to the relevant network objectives.
In summarising, the advantages of the NPP are only realised through the aggregation of the 
key strategic planning factors and elements that forms a comprehensive technology based 
strategic planning process. The philosophy of the NPP is to promote a quality and timely 
planning process [Sabherwal 1999] that delivers an effective network strategy that aligned to 
defence business and operations.
In the following sections of the chapter the contributions made by the decision making and 
situational analysis processes and stages of the NPP are discussed in detail to demonstrate 
how they enhance the whole NPP and resulting network strategy plan.
5.3.1 The contribution of the Decision Making Process
To remain consistent with the outcomes of the literature review, the NPP embodies a 
fundamental decision making process that is illustrated in figure 5-2. This analytical and 
consultative decision making process guides the technology planning process for the tactical 
environment by identifying the key decisions that relate to the technology. The decision 
making process also serves to demonstrate how the individual technology decisions are
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linked, hence forming the basis for the high level structure and management mechanisms of 
the NPP.
Figure 5-2: Underlying decision making process of the NPP that highlight each key decisions
and their relationships.
Each decision point (DP) corresponds to the high level structure of the NPP. In other words 
decision point one becomes the requirements definition stage of the high level NPP structure. 
Likewise, decision point two becomes the objectives setting stage and so on until the final 
decision point, deciding implementation options and method is reached. This decision point is 
represented by the implementation plan stage of the NPP.
The decision making process shown is also representative of the consultative, negotiation and 
analysis efforts that authors such as Andrews [1986] and King [1989] are essential to a 
strategic planning process (SPP). In the context of the NPP, the initial decision of business 
and operational requirements involves extensive consultation with internal and external 
stakeholders and analysis of relevant strategies and policies.
Once this initial decision is made the characteristics and features of the mobile network 
environment can be determined, followed by the selection of relevant network architectures
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and technologies. The outcomes of the three initial decisions are then combined to arrive at 
the final decision, namely the role of technology in the tactical environment, which is 
articulated in the network strategy. In the context of the NPP, this decision is followed by the 
definition of implementation plans.
The NPP decision making process also draws upon the different schools of strategic thinking 
as developed by Mintzberg [1987] by adapting some to the NPP. Of particular relevance is the 
planning school presented in table 2-1 of this thesis. This particular school advocates strategy 
as a systematic process, broken down into distinct steps. The concept of which is embodied in 
the NPP by providing a number key decision making points.
The control and management functions that writers such as Hofer and Schendel [1986] and 
Cohen and Cyert [1973] argue must be part of a SPP are incorporated into the NPP as 
illustrated in figure 5-2. Such functions include the performance management of the planning 
process through feedback loops in the primary decision making stages, and a continual 
planning cycle that constantly re-evaluates the outcomes of the network strategy and 
implementation plans.
Each decision point shown is approached through reflective, reactive and proactive decision 
processes or a combination of, dependent upon the type and number of factors being 
addressed at that particular part of the decision making process. The concept that is illustrated 
at figure 5-3, greatly enhances the NPP and the theoretical contribution it makes. Through 
these process elements, not only is the decision making process strengthened, but also a more 
detailed situational analysis, information collection and analysis effort at each primary stage 
of the NPP is made possible.
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Situational Analysis Primary Planning Stages
Figure 5-3: Reflective, Reactive and Proactive Decision Process Elements that forms a sub 
component of the decision making process of the whole NPP.
An example of this concept is the selection of mobile architecture and supporting 
technologies that is undertaken in the architecture design stage of the NPP. In this stage the 
final decision of architecture and technology selection is based on the analysis of a number of 
technological factors as illustrated in figure 3-6 of chapter three. The analysis of these factors 
is essentially a combination of reactive, proactive and reflective processes to ensure the best 
technology architecture is derived from the NPP.
Technology selection is partly reactive as a reflection of the current and rapidly altering 
operational requirements in the tactical environment and the associated supporting 
technology. The decision is also proactive, as the selection of new technologies is based on 
the network objectives delivered through the previous planning stage. Similarly, technology 
selection is reflective, as the final decision must acknowledge current technology and its 
strengths and weaknesses.
In summarising, the decision making process performs a number of important functions that 
underpin the higher level activities of the planning process. These include providing the
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fundamental planning technique and the scope and objectives of the NPP. Figure 5-4 
illustrates these underlying functions that ultimately make a contribution to whole NPP.
* Reflect ive, React ive and Proact ive Decision Making
* Findamerial PlanningTechniqœ 
^PlanningProcess Objectives and Scope 
*Geariy defined decision making steps
Figure 5-4: Underlying Contributions of the Decision Making Process of the NPP for the
military tactical environment.
5.3.2 The co n trib u tio n s  o f the  S ituational Analysis Process
The literature review emphases three broad elements that are key to situational analysis in a 
strategic planning process for technology. These elements embody the fundamental strategic 
analysis processes, including:
• environmental analysis to determine environmental factors that impact technology
strategy;
• organisational analysis to determine organisational factors that impact technology
strategy; and
• technological analysis to determine technology advancements and technology
opportunities.
The NPP incorporates each of these broad elements into the initial three high level planning 
stages as shown at figure 5-5.
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► Network 
Strategy
Figure 5-5: Relationship between Key Strategic Planning Process (SPP) Elements and 
Primary Planning Stages of the NPP. Figure shows the key SPP process elements and the
associated NPP stage.
As illustrated in figure 5-5, in each stage of the NPP comprehensive and balanced situational 
analysis is undertaken to determine the network requirements, objectives and architecture 
deliverables. Hence, the NPP acknowledges the relevant environmental, organisational and 
technological influences that impact technology strategy.
The additional analysis process employed to form the architectural model deliverable 
complements the situational analysis process of the NPP. This concept is illustrated at figure 
5-6. This is achieved by expanding the assessment of environmental, organisational and 
technological factors beyond the more obvious policies, plans and views of individual 
stakeholders. This greatly enhances the contribution made by the NPP to technology 
planning.
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Figure 5-6: Contribution of the Network Strategy’s Architectural Model to Situational 
Analysis Process of the NPP23. Figure shows the situational focus of each layer of the 
architectural model and the associated analysis technique employed to deliver the outcome.
As shown in figure 5-6, each layer of the architectural model analyses a different aspect of the 
environment, the organisation and the technology that applies to it. The information 
architecture for example, articulates the broad information structure and flows of the 
organisation. These are defined through a procedural approach to strategic planning for 
technology. For the defence organisation this would represent the C4I system, as would the 
underlying application architecture. Likewise, the technology architecture emphasises 
infrastructure blueprints through the modeling of broad technology architectures.
By combining the analysis processes required to form the architectural model, with the 
situational analysis process undertaken during the planning stages as represented in figure 5­
5, the contributions made by the broad situational analysis process of the whole NPP become 
apparent. These contributions are illustrated in figure 5-7.
23 Emphasis and Nature Criteria are modified from: Table 5: SISP Approaches; Approaches to Strategic 
Information Systems Planning Experience In 21 United Kingdom Companies, M.J. Earl, pp 273 which discusses 
the experience of UK companies using different types of SPP and their resulting advantages and disadvantages.
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Figure 5-7: Contributions of the Situational Analysis process to complete NPP for the ADF
maritime tactical environment.
5.3.3 C o n trib u tio n s  o f the  N PP P lann ing  Stages and  N etw ork S trategy
The higher level structure of the NPP comprises of five distinct stages that form a 
comprehensive and complete strategic planning process, as illustrated in figure 3-1 of this 
thesis. These stages are:
• Requirements Definition;
• Objectives Setting;
• Architecture Design;
• Network Strategy; and
• Implementation Plan.
Each stage is a designed to produce a different component of the network strategy document, 
however this does not imply the stages are not interdependent. Each stage is clearly and 
logically linked, this is due to the higher level NPP stages being based on the underlying 
decision making process.
The primary contribution of the NPP planning stages and subsequent network strategy 
become apparent when each stage, its outcomes and interrelationships are examined in detail. 
This concept is illustrated at figure 5-8.
The first stage of the NPP involves extensive information collection and analysis, and 
consultation with stakeholders to determine the business and operational requirements to be 
met by the new C4I tactical network. Information collection and analysis is undertaken in a 
reflective, reactive and proactive context to define past influences, current needs and future 
requirements. Environmental and organisational analysis is employed to determine important 
external and internal influences. This ensures the alignment of business needs to technology
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infrastructure. The outcomes of this stage are the requirements set and business and 
information architectures of the architectural model that are documented in the network 
strategy.
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Figure 5-8: Contributions of the NPP Planning Stages and Subsequent Network Strategy 
Document that is delivered through the implementation of NPP.
The objectives setting stage of the NPP is based on the outcomes of the requirements 
gathering effort and establishes the scope and key characteristics of the new tactical network. 
The stage also undertakes a gap analysis on the current technology needs and the new 
network environment. The outcomes of the stage is an objectives set describing the key 
characteristics of the new network and the standard of network service that must achieved. 
This forms the basis of the architecture design to be produced in the next stage.
The architecture design stage establishes the technology design strategy of the network 
strategy through technological analysis. Like the previous stages, technological situational 
analysis is also to ensure all potential technological influences that impact network
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architecture are reviewed, and represented in the new application and technology layers of the 
architectural model.
The network strategy itself, presents a clear and concise strategy that comprises of a 
requirements and objectives set supported by the architectural model detailing broad business, 
information, application and technology architecture layers. The layers are highly 
interdependent i.e. the application and technology layers are based on the higher level 
business and information layers. The strategy also documents the strategic mobile 
communications technologies and architectures that have been chosen based on their ability to 
meet the objectives and architectural model. The strategy document is complemented by an 
implementation plan that outlines a series of tasks or projects to achieve the objectives set.
In summarising, the major contributions of the NPP stages and subsequent network strategy 
are:
• a requirements set detailing the business and operational requirements technology 
infrastructure must satisfy;
• an network objectives set outlining the network standards and characteristics technology 
infrastructure must embody; and
• a board architectural model detailing the business, information, application and 
technology architectures that the C4I technology must support and be consistent with.
Through these contributions, the network strategy successfully aligns technology to business 
requirements through a rigorous and complete planning process. The NPP embodies a quality 
theoretical base, supported by proven conceptual planning phases and a comprehensive 
situational analysis process.
5.4 Conceptual and Practical Contributions made to Defence 
Planning Practices
The research environment of the defence sector indicates that there are a number of 
conceptual and practical planning factors and elements that concern defence planning. These 
factors and elements are addressed by the NPP to deliver a network strategy that not only
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develops the tactical environment, but also directly contributes to the total capability of the 
military force. To achieve this, the planning process must;
• produce a formal planning process that culminates in an agreed and relevant network 
strategy;
• encourage the participation of relevant organisational stakeholders and the input of their 
business, operational and information requirements;
• acknowledge the wider strategic issues in addition to the tactical issues that are likely to 
impact technology development in the tactical environment, given the complexity of the 
future C4I system;
• be consistent with the strategic planning processes employed in the fixed domain to 
ensure the tactical (mobile) network becomes an extension of this environment and can 
therefore support a fully integrated C4I system; and
• properly assess technology opportunities in both the military and commercial sectors to 
meet defence requirements.
The NPP meets these challenges by providing a formal, yet relatively simple five step 
planning process. This carefully structured and rigorous planning process produces a clear 
and decisive network strategy. This strategy is derived through the set of network 
requirements and objectives supported by an architectural model, which is a graphic 
representation of the business, information, application and technology architectures of the 
defence organisation.
To acknowledge the wider issues that impact technology strategy for the tactical environment, 
the requirements definition, objectives setting and architecture design stages encompass the 
necessary evaluation criteria and planning activities to address the broad strategic and tactical 
factors. Hence the NPP incorporates a number of strategic and tactically oriented stages. 
These are illustrated in figure 5-9. This aspect of the NPP is unique to strategic planning, but 
is necessary if a strategic planning effort is to be successfully applied to the tactical 
environment.
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Influences
Figure 5-9: Strategic and Tactical Elements of the NPP. Figure shows the planning orientation
of each primary stage of the NPP.
Although each stage may be primarily tactical or strategic in nature, all environmental, 
organisational and technological factors are assessed. For example, the requirements 
definition stage is a strategically oriented phase of the planning process that determines the 
high level business and information requirements of the stakeholders as they relate to the 
tactical environment. Nevertheless, the stage also examines the relevant tactical issues such as 
short-term operational tasks, to capture all business and operational needs.
Likewise, the architecture design stage is primarily a tactical planning exercise focusing on 
technology opportunities and evaluation of organisation wide technology infrastructure. The 
strength of this stage however lies in its ability to analyse technology in the context of the 
strategic and tactical oriented network requirements and objectives established in the previous 
stages.
Accordingly, the tactical network strategy delivered through the NPP promotes a fully 
integrated technology environment. The major advantage being, that the ADF maritime 
defence element can now evolve to a common communications environment that is capable of 
supporting the complex C4I information network.
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Hence, the NPP and subsequent network strategy provides greater access, manipulation, 
exchange and storage of information in the tactical environment, as well as the fixed domain 
of the defence network and to other military networks. The reality of such capability is the 
attainment of the “information edge”.
The NPP identifies relevant stakeholders and encourages their participation through the 
establishment o f a multidiscipline team. Through the analysis processes and information 
collection efforts of the each stage of the NPP, the participation of all stakeholders is 
reinforced through the identification and review of their respective business strategies and 
plans to establish of their respective requirements. The appraisal of organisation wide 
technology and technology initiatives also captures the interests of information management 
and systems development groups in the whole defence organisation.
Hence, each stakeholder has the opportunity to directly contribute to the network strategy, and 
to also formally acknowledge and accept the plan upon its completion (i.e. decision points). 
This is important if the network strategy is to ultimately deliver a sustainable and integrated 
technology result.
The NPP is highly flexible, able to be scaled to suit a range of planning activities with 
differing time scales. This means the planning process may be applied to a full scale network 
planning effort or to a single development task associated with only certain stakeholders and 
technologies. In the case of small, individual projects the network strategy may take on the 
form of a high-level project plan that can remain consistent with the network strategy itself. 
This asset makes the NPP particularly relevant to the tactical environment where small 
upgrades are often deployed in light of rapidly changing defence business and operational 
requirements.
5.5 The Conceptual and Practical Contributions of the NPP to 
Operational Capability
The contributions the NPP makes to operational capability are both conceptual and practical 
in nature and primarily comprise of:
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• conceptual enhancements to operational capability realised through the technology 
enhancements to the tactical environment that result from the network strategy; and
• practical enhancements to operational capability that are achieved through the translation 
of the network strategy into a concept design.
In the following sections a discussion of these contributions is presented in the context of the 
example network strategy presented in chapter three of this thesis.
5.5.1 Conceptual Contributions of the NPP to Operational Capability
How the NPP ultimately contributes to operational capability in the tactical environment is 
presented in figure 5-10. The example draws upon the network requirements, objectives, 
architectural model and technologies of the network strategy presented in chapter three. This 
network strategy was developed for the example ADF maritime tactical element to 
demonstrate the application of the NPP to an actual defence organisation.
To illustrate how the network strategy directly contributes to ADF maritime operational 
capability, four network requirements and objectives, the technology layer of the architectural 
model and selected mobile communications technologies of the network strategy will be used.
Figure 5-10 has been developed to demonstrate the interrelationship between ADF maritime 
operational capability and these components of the network strategy. From the figure, it 
becomes possible to view the conceptual improvements made to operational capability in 
direct response to the network strategy.
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Figure 5-10: Example of how the NPP and network strategy contributes to the operational 
capability of the ADF maritime tactical environment.
For example, one requirement of the tactical network is to support C4I information flows in 
varying operational environments, which is represented in the four tier of figure 5-10. This 
requirement demands a certain level of survivability in the tactical network and hence, this 
characteristic is represented in the network objectives set. In the context of this example, this 
network objective is satisfied by the technology layer of the architecture model that 
establishes multiple links to tactical units through the WAN, TGAN and LAN.
By mapping the most appropriate mobile technologies (i.e. terrestrial and satellite 
communications services) improved network survivability is achieved. What these network 
characteristics and technologies mean to ADF maritime operational capability is improved 
information access through a more resilient network communications.
5.5.2 P rac tic a l C o n trib u tio n s  o f the  N PP to O perational C apability
The concept design is the ultimate practical contribution made by the NPP to operational 
capability. The concept design is made possible by combining the objectives and architectural
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model to form an architectural framework against that appropriate mobile technologies may 
be applied. The framework, which illustrated at figure 4-2, serves an important function, 
namely the translation of the network strategy into a practicable network solution.
The resulting concept design, which is illustrated at figure 4-13, is based on the wireless 
WAN task identified in the implementation plan stage of the NPP. This example design 
presents an advanced tactical WAN using strategic mobile architectures and technologies. 
These mobile architectures and technologies are documented in the network strategy and 
include:
• mobile network architectures such as MANET and ;
• commercial satellite communications systems such as LEO and GBS;
• second and third generation wireless networks such as GSM and UMTS; and
• communication protocols such as WATM and Mobile IP.
The matrix at figure 5-11 shows the relative ability of each of these mobile network 
components to satisfy the key network characteristics as defined in the network objectives. 
Current military communications services that are also reviewed in the architecture design 
stage are also shown to demonstrate the relative position and functionality shortfalls of these 
systems in relation to newer technologies and networks. For further information, the technical 
aspects of each component are more fully discussed at Annex B of this thesis.
Chapter Five: An Analysis of the NPP Page 135
M o b ility
A
GO
o>
o
C
r - K
□
H F  R a d i o
U M T S
M i l i t a r y
S a t e l l i t e
G S M G ☆
L E 0  M A N E T
o o
W A T M M o b i l e  I P
G
G B S
A
jo
d
>  
• r H
>
3
00
In te ro p e ra b ili ty
Figure 5-11: Relationship between Network Characteristics and Selected Mobile 
Technologies that are both established through the NPP.
From the matrix, it becomes possible to view each of the selected technologies in light of the 
network objectives. It is apparent each technology makes a limited contribution to some or all 
of the network characteristics embodied in the network objectives. Hence, each must be 
combined to form an integrated network architecture capable of satisfying the business and 
operational requirements of the future tactical environment.
By applying these technologies onto the architectural framework, the concept design for the 
future tactical environment emerges. The concept design represents a practical contribution to 
operational capability by defining a technically advanced tactical network environment that is 
consistent with the network strategy. This enhanced network environment improves the 
operational capability of tactical units through network services that provide greater levels of 
mobility, security, interoperability and survivability.
Importantly, the concept design is based on the network objectives and architectural model of 
the network strategy. As such, the concept design satisfies the business and operational
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requirements of the defence organisation by remaining consistent with outcomes of the 
network strategy.
5.6 Summary and Conclusions
In this chapter, the contributions made by the NPP have been presented. These contributions 
are made possible through the incorporation o f a number of key planning factors and elements 
in the NPP that were defined through the research of formal SPP and the unique defence 
planning needs. Accordingly, the major contributions of the NPP concern improvements to:
• formal strategic planning processes for technology;
• defence planning practices; and
• operational capability.
Examples of the contributions made to each of these areas has been presented and discussed 
in detail.
The contributions made to formal strategic planning processes for technology are theoretical 
and conceptual in nature and include the development of a novel formal planning process for 
technology that embodies and systematically links the proven factors and elements of a SPP. 
These factors and elements include:
• a fundamental decision making process;
• a staged planning process structure; and
• a comprehensive situational analysis process.
By combining each of these factors and elements the planning process establishes the scope, 
objectives and key decisions of the process, its primary planning stages and the situational 
analysis that accompanies those planning stages. The resulting network strategy deliverable of 
the NPP also presents a new document structure. This core structure includes network 
requirements and objectives sets supported by a broad architectural framework.
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The conceptual and practical contributions made by the NPP to defence planning 
requirements and operational capability have also been presented. The contributions made to 
defence planning requirements concern the ability of the NPP to:
• produce a formal strategic plan;
• coordinate the relevant organisational elements responsible for technology planning; and
• acknowledge the wider strategic factors in addition to the tactical factors that impact 
technology planning and development.
The inclusion of these features into the NPP ensures the process is customised for the military 
tactical environment and overcomes the issues that currently undermine technology planning 
efforts in the defence organisation.
Finally, the conceptual and practical contributions made to operational capability include the 
ability of the NPP and resulting network strategy to enhance operational capability through 
technology advancement in the tactical environment. The conceptual contributions concern 
the improved ability of tactical units to perform future operational assignments using 
advanced network services. The practical contributions relate to the ability of the network 
strategy deliverable to be translated into a concept design for the new tactical network 
environment. Hence, a more appropriate and evolving network solution emerges that not only 
enhances operational capability, but also meets the perceived challenges of future century 
tactical operations.
In the next chapter, the summary and conclusions of this thesis will be presented. The chapter 
will review the development process of the NPP, in addition to the structure and primary 
factors and elements of the process. This will be followed by a summary of the major 
contributions and a discussion on future research opportunities resulting from the 
development of the NPP.
6. Chapter Six.
Summary and Conclusions
The defence vision for the future military tactical environment is a complex network centric C4I 
system designed to provide information superiority. As such, the tactical network of tomorrow 
will be a completely different breed to those of today. This prescribes major changes in the way 
technology is planned for and applied to support tactical operations.
In this dissertation a formal, strategically based network planning process (NPP) has been 
developed to meet the challenges of planning for a next generation tactical network. By applying 
the NPP to the example ADF maritime tactical element, the formal planning process’s ability to 
deliver an appropriate and relevant network strategy has been demonstrated.
In this chapter, a review of the NPP is undertaken to summarise the key outcomes and findings of 
this dissertation. This review will reexamine the development process and structure of the NPP. 
This review will be followed by a discussion of the broad contributions made by the NPP. This 
discussion reexamines the contributions made to:
• formal strategic planning processes (SPP) for technology;
• defence planning; and
• operational capability.
The final conclusions o f this dissertation will then be presented. This is followed by a discussion 
on future research opportunities that relate to the NPP.
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6.7 Developing the NPP for the Military Tactical Environment
In chapter one o f this thesis, the approach for developing the NPP was introduced. This approach 
is based on the findings of the research into defence planning needs and formal academic based 
SPPs. The outcomes of this research emphasis a collection of principal planning factors and 
elements that are theoretical, conceptual and practical in nature. These planning factors and 
elements contribute directly to the structure of the NPP and its associated processes.
A synopsis of the research into SPP, which is documented in chapter two of this thesis, suggests 
four key planning factors and elements that a formal SPP must embody. These factors and 
elements are both theoretical and conceptual in nature and include:
• a decision making process that defines the key decisions and decision points of the SPP 
(theoretical);
• a situational analysis process, incorporating environmental, organisational and technological 
analysis (theoretical);
• primary planning stages, such as requirements definition and objectives setting phases 
(conceptual); and
• management and control mechanisms for the planning process (conceptual/practical).
By embodying these planning factors and elements into the NPP, a sound theoretical and 
conceptual basis for the process is achieved. This theoretical and conceptual foundation is built 
upon to form a relevant technology planning process for the military tactical environment. This is 
achieved through the recognition of the unique planning needs of a defence organisation.
A synopsis o f the research into the defence planning highlighted several technology planning 
factors that are of a conceptual and practical nature. These include:
• a lack of formal approach to planning for technology in the tactical segment (conceptual);
•  the disjointed organisational elements of the defence organisation responsible for technology 
planning (practical); and
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• the limitations in the capability and features of the current technology platforms (practical).
By addressing these conceptual and practical factors, the NPP is customised to the military 
tactical environment. This customisation process further enhances the structure and processes of 
NPP. Hence, a tailored and well-founded NPP for the military tactical environment is realised.
6.2 A Review of the NPP for the Military Tactical Environment
The NPP is a strategically oriented technology planning process developed for the military 
tactical environment. In this thesis, the NPP has been applied to the ADF maritime tactical 
environment to demonstrate the process’s ability deliver an appropriate network strategy.
In this thesis, the NPP takes a network requirements analysis approach to formulating a network 
strategy for the military tactical environment. This approach is reflected in each stage of the NPP 
and in the network strategy itself, where the future direction of the tactical network is presented in 
a series of network requirements statements supported by an objectives set and architectural 
model.
Importantly, the approach maintains a strategic focus on the technology infrastructure of the 
tactical environment, thereby ensuring an integrated C4I information network and hence synergy 
between all facets of the defence organisation.
The NPP is a stepped and fully integrated planning process that includes five primary planning 
stages. These are:
• requirements definition;
• objectives setting;
• architecture design;
• network strategy; and
implementation plan.
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The structure of the NPP is based on a decision making process that defines the objectives, scope 
and approach of the whole process. The decision making process also embodies a number of 
process elements. These process elements include reflective, reactive and proactive decision 
making to enhance the analysis and consultative efforts of the NPP planning stages.
A situational analysis process to progress and guide the analysis and consultative efforts of each 
planning stages further enhances the structure and processes of the NPP. Like the decision 
making process, the situational analysis process also incorporates a number of process elements. 
These process elements permit definition and full evaluation of the environmental, organisational 
and technological factors that impact the tactical network strategy.
In the following sections, the activities and outcomes of each stage of the NPP will be briefly 
reexamined to demonstrate their contribution to the complete process and to the network strategy 
itself.
6.2.1 Requirements Definition
The specific requirements o f the defence organisation, along with its likely directions must be 
established and agreed before technology solutions can be realistically considered. Therefore, the 
requirements definition stage evaluates many of the environmental and organisational factors that 
will impact the network strategy.
To ensure all potential influences are captured, the stage encourages the review of relevant 
strategies and policies and the gathering of business and information needs through the active 
involvement of key stakeholders. Like many organisations, influences on the military tactical 
environment exist both internally and externally to the organisation itself. The NPP caters for this 
circumstance by accompanying the evaluation of local strategic plans and policies with the 
applicable broader defence strategies and trends.
Importantly, the evaluation is not limited to the tactical environment, but also includes the 
strategic and operational domains of the defence organisation. In this way a truly integrated C4I 
system vital to future military operations will be attained.
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The deliverables o f this stage are:
• a network requirements set that reflects the future business and operational needs of the 
defence organisation; and
• the associated business and information architectures.
Each of these deliverables develops a sound, strategically oriented foundation for the later stages 
of the NPP and provides the initial core components of the network strategy.
6.2.2 Objectives Setting Stage
The second stage of the NPP establishes a number of network objectives that reflect the business 
and operational needs of the defence organisation. By establishing a set of governing objectives 
that are based on these requirements, the objectives set is inherently linked to the business and 
operational strategies and information needs of the defence organisation. A review of current 
objectives during this stage also highlights potential capability gaps brought about by changes too 
organisational and information requirements, which are identified in the previous stage.
The deliverable of this stage is the objectives set that describes the key characteristics of the 
tactical network and their relationship to the defence organisations broader requirements. 
Accordingly, a critical link is established between operational and information requirements and 
the architecture design, which is produced through the next stage.
6.2.3 Architecture Design Stage
The aim of architecture stage is to provide an interpretation of the tactical network architecture at 
the strategic level. This is achieved by taking the architecture design strategy that traditionally 
exists at the tactical planning level, and mapping it to the network objectives as part of the 
strategically oriented planning activity.
This stage identifies and examines the relevant technological factors that may impact the design 
of the network architecture for the military tactical environment. For the defence organisation, 
such factors include commercial mobile communications technologies, technology capability of
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other defence elements, related technology projects and the associated network applications that 
must be supported.
This stage also removes risk of making pure tactical decisions on technology infrastructure. This 
is achieved by examining the technological factors in the context of the network objectives 
established in the previous stage. Therefore, the deliverables of the architecture design stage are 
developed on their ability to satisfy these network objectives and include:
• application and technology architectures; and
• list o f selected mobile communications architectures and technologies.
6.2.4 The Network Strategy Stage
The purpose of the network strategy stage is to distill and document the deliverables of the 
previous stages of the NPP into a formal network strategy. The core components of the network 
strategy include:
• the network requirements set;
• the network objectives set;
• a four tiered architectural model comprising of business, information, application and 
technology layers; and
• a list o f selected mobile communications technologies.
These core components establish the future direction and role of technology in the tactical 
environment by providing a set of governing statements and an architectural model against which 
specific technologies may be applied. Accordingly, a tactical network that is consistent with the 
broader strategies and requirements of the defence organisation is achieved. These components of 
the strategy are supplemented by additional information, such as a list of relevant stakeholders, 
related projects and risks. Like the core components of the network strategy, this information has 
also been established through the previous stages of the NPP.
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The network strategy also promotes synergy between the technology and business elements of the 
defence organisation by ensuring the planning and development of technology is consistent with 
the broader business and operational requirements of the defence organisation. An example 
network strategy for the ADF maritime tactical environment has been presented and discussed in 
detail in chapter three of this dissertation to demonstrate this concept.
6.2.5 Implementation Plan Stage
The culmination of the NPP is the implementation plan that lists a series of tasks or projects that 
must be implemented to achieve the new tactical communications network. Each task or project is 
directly linked to one or more of the network objectives and layers of the architectural model 
from the network strategy.
The implementation plan also serves to identify the broader logistical issues that accompany the 
implementation of new technology in the tactical environment. In the context of the ADF 
maritime tactical element, such issues include new training programmes and network support 
organisations.
6.3 The Major Contributions of the NPP
In this dissertation, it has been argued that the principle planning factors and elements that 
contribute to the NPP become its actual contributions. This concept, which is illustrated in figure 
1-5 of chapter one, exhibits how these factors and elements characterise the NPP and then go onto 
becoming its actual contributions. The NPP and its network strategy deliverable produce a 
number o f contributions that are directly related to the original planning factors and elements.
In chapter five of this dissertation, a complete analysis of the NPP highlights the major 
contributions made by NPP. In this section, these contributions are reviewed and are discussed in 
the context of:
• formal SPP for technology;
defence planning practices; and 
operational capability.
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6.3.1 C o n tr ib u tio n s  m ad e  to  F o rm a l S tra teg ic  P lan n in g  Processes fo r Technology
The major contribution made by the NPP to formal SPP is the establishment of a new SPP for 
technology. The NPP makes this contribution by embodying and logically associating a number 
of accepted theoretical and conceptual planning factors and elements to form a novel strategically 
oriented technology planning process. Each of these factors and elements, and their 
interrelationship is illustrated at figure 6-1.
ELEMENTS
Primary Planning 
Stages
Management of the 
Planning Process
High Level 
Structure
Figure 6-1: The fundamental structure of the NPP, that includes a fundamental decision making 
process, staged planning process and situational analysis process each of that is supported by a
number of process elements.
The fundamental decision making process establishes the scope, objectives and approach of the 
process through a number of key decisions and decision points. The process also advocates that 
each decision be undertaken in a reflective, reactive and proactive manner. This ensures each 
decision is cognisant of past lessons, current needs and future directions.
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The higher level core planning process is based on this decision making process. Each primary 
stage of the core process is designed to determine and deliver the information necessary to answer 
each key decision. The core process also manages the planning effort by establishing the 
deliverables of each stage and the feedback paths necessary to maintain the quality of these 
deliverables.
The situational analysis process enhances the consultative and analysis activities o f the core 
planning process. This is achieved through the associated process elements that guide and 
improve planning activities associated with each primary stage.
The deliverable of the NPP is a comprehensive network strategy that outlines the future directions 
and role of technology. The format for the network strategy is also original and results from the 
outcomes of the primary stages of the NPP. These outcomes include the network requirements 
set, objectives set and architectural model. Hence, the network strategy represents a complete 
picture of the new tactical network environment that comprises of:
•  the business, operational and technical requirements to be satisfied in the new network 
environment;
• the characteristics of the new network environment that are represented in the network 
objectives;
• the associated architectural model that illustrates the business, information, application and 
technology architectures of the organisation; and
• selected technologies that are able to satisfy the requirements and objectives and may be 
applied to the architectural model.
In this thesis, the NPP has been implemented to develop a network strategy for the example ADF 
maritime tactical environment. Nevertheless, the legitimate theoretical and conceptual basis of the 
NPP ensures the planning process is both effective and relevant for other similar organisations. 
Therefore, other defence forces or government and commercial organisations wishing to develop
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fully integrated mobile network architecture using a formal technology planning process may use 
the NPP.
6.3.2 Contributions of the NPP to Defence Technology Planning Practices
The major contribution made by the NPP to defence technology planning is the provision of a 
formal planning process for technology that better manages and improves defence technology 
planning efforts. This contribution is realised through the customisation of the novel SPP 
illustrated in figure 6-1. Customisation is achieved through the acknowledgment of a number of 
conceptual and practical factors that concern defence planning.
Through this approach, the contribution of the NPP to defence technology planning is made 
possible through:
• the comprehensive planning activities of the NPP stages that encourage the participation and 
input of relevant organisational elements;
• the examination and documentation of both strategic and tactical issues through broad 
situational analysis;
• reflective, reactive and proactive decision making on business, operational and technology 
factors effecting the tactical environment; and
• identification of technology opportunities and current technology capability limitations 
through the architecture design stage of the NPP.
These components enhance the NPP and ensure effective technology planning and development 
in the military tactical environment. Accordingly, the NPP promotes the improved management 
of technology planning processes in the defence organisation.
6.3.3 Contributions of the NPP to Operational Capability
The contributions of the NPP to operational capability is achieved by:
• translating the network strategy into conceptual improvements to the operational capability of 
tactical units; and
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• translation of the network strategy into a practicable network solution.
The conceptual contribution is realised by translating the outcomes of the network strategy into 
improved operational capability of the mobile units operating in the tactical environment. 
Improved operational capability is realised through the ability of tactical units to better perform
their operational assignments in light of the new tactical network environment defined in the 
network strategy.
For example, the strategy presented a requirement to support C4I information flows in varying 
operational environments. This requirements is represented in the network objective that states 
the tactical network must provide survivable C4I information flows irrespective of operational 
environment.
The survivability feature o f the new tactical network can be satisfied by the provision of multiple 
communications technologies, such as terrestrial and satellite communications bearers. To ensure 
these technologies are implemented in a manner that is consistent with the network strategy, they 
are translated to the relevant layer of the architectural model. In this example, this is the 
technology layer. The resulting enhancement to operational capability is the improved ability to 
carry out operational assignments through access to more resilient information sources.
The major practical contribution of the NPP to operational capability concerns the ability of the 
network strategy deliverable to be translated into a practicable network solution. An example of 
this concept is presented in chapter four of this thesis, where the objectives and architectural 
model of the network strategy are combined to form an architectural framework. The selected • 
mobile technologies of the strategy are then applied to this framework to form an advanced 
tactical network concept design.
The concept design represents a technologically advanced tactical network that greatly improves 
the operational capability of the military units through network services that provide greater 
levels o f mobility, security, interoperability and survivability. An example o f this is the improved 
ability o f tactical units to cover wide distances without loss of access to C4I information. This is 
made possible by the utilisation of a third generation communications system that uses
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combination o f communications bearers to achieve global connectivity. Hence, the mobility of 
tactical units is greatly enhanced.
6.4 Conclusions
This dissertation develops a formal network planning process (NPP) for the military tactical 
environment. The NPP meets the challenge of planning for the tactical network component of a 
complex C4I system by applying a network analysis approach to the development a network 
strategy for the tactical environment. This C4I system will enable defence organisations to 
achieve the ‘information edge’ vital to future military operations.
The research undertaken in this thesis demonstrates that if the NPP is to meet this challenge the 
process must embody the principle planning factors and elements of:
• formal strategic planning processes (SPP) and practices o f the academic sector; and
• the unique planning needs and practices of the defence organisation.
Accordingly, the NPP includes the fundamental theoretical and conceptual structure of a SPP, and 
the conceptual and practical features of defence planning practices. These form a sound base that 
for the first time provides a formal process to the technology planning efforts for the military 
tactical environment. The SPP is customised to the tactical environment by acknowledging the 
defence environment factors that impact the formulation of technology strategy.
Through the development of the NPP, this thesis demonstrates the ability of the planning process 
to appropriately plan for the military tactical environment by improving:
• formal SPP for technology;
• defence planning practices; and
• operational capability.
A novel SPP for technology is achieved by logically linking and associating the accepted factors 
and elements of a SPP into a new process structure as illustrated at figure 6-1. This novel SPP
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includes a staged planning process that is based on a formal decision making process. This 
decision making process establishes the scope and objectives of the NPP and encourages 
reflective, reactive and proactive decision making. Through this approach, the past lessons and 
current requirements of the tactical environment are acknowledged, whilst at the same time 
defining future needs.
The planning activities o f each stage are enhanced through the application o f a broad situational 
analysis process. Situational analysis is undertaken on a environmental, organisational and 
technological basis to ensure all the factors that impact technology strategy for the tactical 
environment are captured.
Synergistically, defence planning practices are improved by aligning this novel SPP to the unique 
planning needs of the defence organisation. These planning needs include the requirement to 
produce a formal strategy, to coordinate the organisational elements responsible for technology 
planning and development and to identify technology opportunities.
Accordingly, operational capability is enhanced through the ability of tactical units to better 
perform operational assignments due to the advanced network features and integration available 
in the new tactical environment. This ability to deliver the ‘information edge’ fulfills the ultimate 
objective o f applying the NPP to the military tactical environment.
6.5 Future Research Opportunities
In this thesis, the NPP to develop the future military tactical environment has been presented. The 
NPP represents a sound and complete technology planning process that embodies the proven 
factors and elements of a SPP. The NPP has been applied to the ADF maritime element to 
demonstrate the processes ability to deliver a tactical network solution that satisfies the whole 
business and operational requirements and objectives of a defence organisation. In other words, to 
better align the tactical network to the strategic domain and at the time meet tactical needs.
There is potential however to devolve the NPP to the operational level to assist defence managers 
in operational domains. This may be achieved by simplifying the NPP such that it may be applied
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to develop deployment scenarios for technology in support of short to medium term military 
operations (ie Peacekeeping tasks). The NPP may be simplified by streamlining the evaluation
process of each primary stage, thereby focusing the planning effort on one single issue or 
situation.
Other opportunities for future research exist in the expansion of the NPP. The uniqueness of the 
NPP is its ability to logically link and associate the fundamental factors and elements of an SPP 
in manner that ensures the scope, objectives, structure and parameters of the whole planning 
process are clearly articulated.
There is however further opportunity to expand this fundamental planning process to include 
additional factors or elements that advance the analysis and consultative process of the NPP. For 
example, the situational analysis process of the NPP currently includes environmental, 
organisational and technological process elements that may be expanded to include an 
information element. This information element may be used to investigate and evaluate the 
emerging information industry or economy.
The information element may be particularly beneficial to organisations wishing to become 
knowledge or information enterprises. These organisations will be engaged in the provision and 
management o f information as a commodity in the future marketplace. For example, the 
information element in the NPP can provide these new organisations with the ability to define a 
strategy that goes beyond technology development to outline the management and distribution 
approach o f the information resource.
The addition o f the information process element to the situational process of the NPP also has 
advantages for the defence organisation. In its current configuration the NPP only develops the 
tactical network component o f the C4I system. Adding the information element would enable the 
NPP to be adapted to develop a strategy for the complete C4I system by permitting the broader 
information requirements and flows of the defence organisation to be rigorously investigated, 
analysed and defined. In addition, the trends in information accumulation and management
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processes employed by other organisations, including other military forces, can also be formally 
evaluated.
The corresponding technological situational analysis of the NPP may be expanded to define the 
information systems and associated applications to support these new information requirements 
and flows, and associated information management processes.
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8. Appendix A.
Defence Based Technology Developments and 
Planning Practices
National and international C4I developments are discussed to highlight any key drivers that 
will influence the strategic direction of C4I IM framework and the underlying architectural 
design of future C4I multimedia networks.
8.1 International Defence Developments
In attempting to bring together commercial and military technologies to construct a single 
cohesive C4I network, United States (US) forces have developed several technology 
programs and plans including Copernicus24, Joint Maritime Communications System 
(JMCOMS)25, and Information Technology for the 21st Century (IT 21)26. These US program 
efforts, which are presented at allied technology forums significantly influence the 
technologies employed by several of the worlds leading defence forces, particularly maritime 
elements.
Implementation of the advancements made within such programs has given rise to several 
large-scale technology trials, such as the Joint Warrior Interoperability Demonstration 
(JWID). JWID is a United States Department of Defence sponsored C3I interoperability and 
technology demonstration series where new technologies and capabilities are trialed and 
assessed by tactical units in a full-scale fictitious operational environment.
24 Copernicus is the shared US Navy/Marine Corps vision/programme for the future global C4I system is currently 
under development.
25 JMCOMS is a US Navy strategy that utilises a fleet battlegroup approach to system installation/integration and 
looks at the deployment o f  fully integrated IS to fleet units .
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AUSCANNZUKAS26 7 allied nations have participated in the annually held JWID since 1995. 
The series has provided maritime forces with a glimpse of how future tactical CIS 
technologies can enhance operations and interoperability, whilst providing allied forces with 
the opportunity to gain extensive operational and technical experience on advanced 
technology systems. The objectives for participation in JWID are based on a exploitation of 
technologies theme focused at the tactical level and include:
• achieving real-time and seamless information exchange at multiple levels of security for 
the purpose of Command and Control (C2) and collaborative planning;
• investigating interoperability between allied Command Support systems; and
• demonstrate innovative CIS and information management technologies that enhance 
information delivery and embrace information superiority.
The JWID technology demonstrations have successfully trialed multimedia networking at sea 
using the Internet Protocol (IP) over narrowband radio, the use of Global Broadcast Services 
(GBS) for information dissemination to tactical units, exchange of images between fixed and 
mobile network nodes using purpose build compression software and use of Multi-Level 
Security (MLS) workstations to trial vulnerability analysis tools.
8.2 National Defence Efforts
Through the Defence Science and Technology Organisation (DSTO), the ADF has launched 
its own significant information management research initiative in an attempt to proactively 
develop C3I architecture options. Takari is DSTO’s coordinated program of R&D activities 
designed to deliver a superior C3I capability to the ADF by providing direct support to 
current and near-term C3I-related capability acquisition and upgrade projects [Department of 
Defence - B], and identifying future C4I needs and opportunities.
Takari provides an integrated framework for coordinating and planning DSTO’s research on 
behalf of the ADF. The program is focused on evolutionary development and acquisition
26 IT 21 is a fleet driven re-prioritisation o f existing fleet C4I programs to provide a common architecture and aims 
to provide a “corporate” Information Network Architecture for the US Navy.
27 AUSCANNZUKUS is an allied forces IT development forum comprising of Australian, Canadian, New 
Zealand, United Kingdom and United States Navies. The program aims to develop and deploy common and 
advanced IT services to Naval units.
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processes that aim to acquire and field rapidly developing CIS systems in a timely and 
consistent fashion. Its research activities fall into six separate R&D packages designed 
between them, to capture all the technological and human synergy’s that will provide a
superior information capability [Department of Defence - A]. These activity packages 
include:
• Information Networks;
• Information Management and Command Support;
• Information Acquisition;
• C3I Systems Issues;
• Tactical Environments and Weapons Systems; and
• Information Operations.
Every activity in the Takari program makes a direct contribution to meeting ADF needs. The 
program achieves this by providing future integrated CIS for the ADF in all theatres of 
operations. Success in the Takari program will provide the ADF with the capability to fight 
and win information-based warfare in the 21st century [Department of Defence - B].
To date, the Takari program has made a direct contribution to a number of ADF major capital 
projects including: Military Satellite Communications Upgrade; High Frequency Radio 
Network Modernisation; Joint Command Support Environment Information System; and 
Stand-off Imaging Capability System. Future contributions will include development of 
fieldable wideband communications services, intelligence information systems, surveillance 
systems, security devices and architectures and microwave radar systems.
Although Takari is aimed at delivering a comprehensive C3I capability, this is considered 
unachievable in the absence of a strategic C4I framework. For this reason the ADF must aim 
to deliver a C4I strategic plan in the near future to ensure Takari’s contribution to ADF C3I 
capability readily translates into the future C4I architecture.
9. Appendix B.
A Summary of Mobile Communications Technologies 
and Networks
The C4I tactical network strategy presented in chapter three identified several mobile 
communications services and technologies that are thought to benefit maximally the future 
tactical communications network. Such services and technologies were identified during the 
architecture design stage o f the SPP, where a broad technology scan of mobile technology 
developments was undertaken with the view to leveraging the benefits of the massive R&D 
efforts in the academic and industry sectors. Selected mobile services and technologies include:
• Mobile Network Architectures;
• Satellite Communications Services;
• Digital Radio Services and Technologies; and
• Mobile Communications Protocols.
Each will be examined in the context of the technology architecture documented in the C4I 
tactical communications network strategy that identified three core architecture levels in the 
tactical environment, namely the: WAN, TGAN and LAN levels. Mobile network protocols 
however, will be reviewed independently as many transverse one or more levels of the network or 
communications services employed within.
Example mobile services, technologies and protocols that fall into one or more of the above 
categories are shown at figure B-l. The specific topics to be examined within each area have been
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selected in light of the network objectives outlined in the network strategy and commercial trends 
in mobile technologies.
C4I Network Strategic Planning Process
A p p l i c a t i o n  L a y e r
Communications Protocols .
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A d v a n c e d  M o b i l e  C o m m u n i c a t i o n s  T e c h n o l o g i e s
Tactical Network Concept Design
Figure B -l: Mobile Communications Technologies and Protocols that are relevant to the Tactical 
environment and may be employed to support wireless communications in that domain. Figure includes 
their relationship to network strategy and concept design.
9.1 Mobile Network Architectures
Work at the University of California introduces a novel approach to a ubiquitous network, 
focusing on variable network services in the face of changing connectivity and heterogeneous 
devices [Hodes, Katz, Servan-Schreiber and Rowe 1997]. Known as “ad-hoc mobile services”, 
network design is based on an open service “universal interaction” architecture that permits 
heterogeneous devices to discover services that exist in a new environment and to what extend the 
newly available services may be exploited. They describe an architecture comprising of adaptive 
network services that address the issues of device mobility, controllable objects, resource 
discovery, transduction protocols28 and complex behaviors of objects.
28 A transduction protocol maps a discovered object interface to one that is expected by a given client device therefore 
enabling communication between the two devices as required.
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At Bell Laboratories introduces a wireless infrastructure network architecture based on network 
services employed by commercial wireless service providers [Dravida, Jiang, Kodialam, Samadi 
and Wang 1998]. They describe a wireless network that consists of mobile and fixed components, 
which is shown at figure B-2. The mobile component comprises of the mobile station or terminal 
that originates and terminates the air interface and has the intelligence to provide mobility 
management. The fixed segment comprises of base stations and base station controllers, and 
multiplexers that provide bandwidth management traffic and interfaces to the terrestrial networks.
Base Stations Base Stations
Figure B-2: Wireless Network Architecture that illustrates a fully integrated network environment 
comprising o f fixed and mobile segments connected by intelligent multiplexers29.
The mobile architecture developed at the Swedish Royal Institute of Technology deals with the 
infrastructure aspect of the technology and proposes a mobile virtual-distributed system 
architecture for supporting global mobile communications and computing [Liu, Marlevi and 
Maquire et al. 1995]. They describe a full mobility architecture consisting of mobile terminals, 
access networks, backbone networks and application nodes. The architecture can support a wide
29 Modified from Narrowband and Broadband Infrastructure Design for Wireless Networks: Dravida, Jiang, Kodialam, 
Samadi and Wang: IEEE Communications Vol 36 No.5, May 1998 which presents a fully integrated wireless 
network architecture which is coupled to the fixed domain.
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variety of protocols and standards, including cellular networks and personal communications 
networks (PCS).
U S E R
T E R M I NAL
Ter mi na l  M o b ility
DAT A N OD E S
Figure B-3: A Full Mobile Architecture that shows user mobility support and access architecture to
application services'*0.
There are numerous ways to design a mobile network system. Researchers at the University of 
California provide a common reference model to analyse requirements and design the network on 
three integrated levels, namely: network, node and algorithm [Short, Bagrodia and Kleinrock 
1995]. The network level is used to describe the architecture of the network such as 
communications capability and location. The node level used to describe the details of the node 
such as its hardware and software capabilities and interaction such as among algorithms [Short, 
Bagrodia and Kleinrock et al. 1995]. The algorithm level details the details of a specific layer of 
the protocol stack or specific algorithm.
The expansion of ATM to the wireless environment has already began with several ATM- 
compatible wireless systems proposed. The Georgia Institute of Technology introduce a hybrid 30
30 Modified from A Mobile Virtual-distributed System Architecture for Supporting Wireless Mobile Computing and 
Communications: Liu, Marlevi and Maguire, Mobicom Conference Proceedings Nov 95 which presents an 
integrated network architecture which supports mobile users and their application access requirements.
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ATM-based wireless network that typically consists of a backbone network structure with three 
hierarchical layers: base stations with their associated mobile stations; ATM multiplexers 
interconnecting a collection o f base stations; and ATM switches interconnecting a collection of 
ATM multiplexers[Levine, Akyildiz and Naghshineh 1995].
On top o f the physical infrastructure, a virtual connection tree architecture where the root is the 
ATM switch that interconnects the mobile and fixed segments and the leaves are the base stations 
served by the ATM switch [Levine, Akyildiz and Naghshineh et al. 1995]. The resulting hybrid 
network will enable the mobile terminal to access most of the services and applications available 
to workstations terminals connected directly the wireline segment. This architecture solution may 
also satisfy wireless networks that employ other transport technologies. For example frame relay 
maybe also be overlayed onto the fundamental physical infrastructure to form a virtual connection 
network.
Research in mobile networking at the University of Maryland USA is formulating a new concept 
mobile network known as Mobile Ad hoc Networks (MANET). The MANET design philosophy 
proposes a wireless topology viewed as a “mobile internet” where MANET nodes are considered 
as mobile subnets. The architecture consists of integrated base stations that provide the wireless 
fabric (physical connectivity) necessary to establish the desired logical topology.
An important feature of MANET, namely a protocol design approach that emphasises vertical 
communication to conserve bandwidth. A protocol architecture designed in this way becomes 
more logically “tightly coupled” [Macker and Corson et al. 1998], with increased two-way 
vertical communication sufficient to permit upper layer protocols to bind more tightly with lower 
layer protocols. Thereby emphasising tighter protocol integration to remove any inefficiencies 
that might result in additional horizontal communication.
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Figure B-4: Example o f W ireless M ANET Topology that illustrates mobile nodes and base station 
connection points and interconnection between each31.
Whilst the MANET design promotes a highly flexible topology, it may require some modification 
to satisfy the need for some form of horizontal communication in the tactical environment.
In order to gain a better perspective of each proposed architecture solution, table B-l summarises 
each design whilst noting its advantages and disadvantages in the context of the tactical 
environment. 31
31 Modified from Mobile Ad Hoc Networking and the IETF; Macker and Corson, Mobile Computing and 
Communications Review - Voi 2, No.3 Jul 98 which describes a ad hoc network architecture which evolves as end 
users attempt to connect to the network, thereby establishing a ad hoc mobile network.
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Solution Topology Layers Advantages Disadvantages
V irtual
D istributed
System.
Star. 5 layer 
network.
Supports a 
variety o f  
protocols and 
standards.
May have more 
layers than 
necessary.
Ad Hoc
M obile
Services.
Introduces an 
adaptive 
netw ork 
concept.
4 layer 
network.
Highly 
intelligent, 
adaptive network 
connectivity.
Highly complex.
Com m on
Reference
M odel.
Hierarchical. 3 layer 
network.
Simplifies 
mobile network 
design.
Layer
interaction may 
not be clear.
W ireless
Infrastructure
Architecture.
M ultiplexed. Maybe 
deployed 
as 2 or 3 
layer 
network.
Supports a 
variety o f  
wireless services 
including ATM, 
CDMA and 
STM.
M ay not be 
suitable for 
small mobile 
networks with 
small
infrastructure
investments.
A TM  based 
W ireless 
N etw ork 
Architecture.
Hierarchical. 3 layer 
network.
Fully integrated 
wireless and 
fixed network.
Design changes 
in higher layers 
may impact 
whole network.
M ANET Vertical. 2 layer. Prescribes union 
o f  multiple 
physical-layer 
topologies.
Dictates the full 
integration o f  all 
protocols in the 
stack.
T a b l e  B-l : M a jo r  o v e r v ie w  o f  m o b il e  n e t w o r k  a r c h it e c t u r e s .
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9 2 Mobile and Wireless Communications Networks
9.2.1 Satellite Communications Networks and Services
Through the technology scan in the NPP, several viable satellite systems have been identified and 
include: Low Earth Orbit (LEO) networks, Geosynchronous Earth Orbit (GEO) satellites and 
Global Broadcast Service (GBS) networks.
A number o f LEO satellite projects are currently underway and include IRIDIUM, Globalstar 
Orbcomm and Teledesic, each providing global coverage at affordable cost. With orbiting 
altitudes between 500 and 2000 km above the earth’s surface, LEO networks are aimed at 
providing medium bandwidth communication (upto 2Mbits/second) with small end-to-end delays 
(typically 100ms) [Uzunalioglu, Yen and Akyildiz et al. 1997] to a more diverse user population, 
such as areas o f sparse population or from moving ships or trains. Moreover, intersatellites links 
(ISL) and terrestrial network gateways allow dynamic routing of a connection, enabling 
integration of terrestrial and satellite networks into a consolidated backbone service.
Traditionally, military networks have employed low speed GEO satellite communications for data 
and voice communications and will continue to do so in the future. A number of operators, 
including Lockheed Martin, have opted for future regional GEO systems typically using only one 
satellite and a backup [Miller et al. 1998].
Despite a larger round trip propagation delays in comparison to their LEO counterparts, future 
increases in spacecraft power and large-aperture, deployable antennas are expected to enable new 
Geostationary (GEO) satellites to rival the LEO systems within regions defined by their large 
footprints. Hence, GEO platforms will remain a viable transport option for information exchange 
in the future tactical environment.
GBS is now finding important applications in defence for moving large volumes of information to 
remote locations. The most obvious advantage of GBS is its broadcast services that will enable 
the “smart push” o f information to feed tactical nodes and provide repository mediation to enable 
“user pull”, relating well to the asymmetric nature of tactical communications [Wellington 1997].
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GBS can also be expected to offer ATM-like guarantees for QoS with regard to bandwidth, 
packet queuing delay and loss.
9.2.2 Digital Radio Communications Networks
The Global System for Mobile Communications (GSM) services operate in Australia and in at 
least 100 other countries [Drane, Macnaughtan and Scott 1998]. Applications common to current 
GSM networks include integrated voice and data services with transmission rates of upto 9.6Kbps 
for data using a single Time Division Multiple Access (TDMA) time slot. Two key 
developments, High Speed Circuit Switched Data (HCSD)32 and General Packet Radio Service 
(GPRS)33 will improve the ability of future GSM networks to handle data and other multimedia 
well [Johnson and Egan 1996]. However given these disadvantages, GSM is not considered 
resilient enough for mission critical applications but may provide a viable wireless service for 
survivable C4I IS.
According to [Younger and Pullinen 1996] GSM will offer a wide range of benefits to the 
military user, particularly for tactical communications in the field. In 1993 the ADF and Optus 
embarked on a project to develop a military GMS (MGSM) service. Under the title of Project 
YUWA, the primary aims of the programme are to leverage the technological benefits inherent to 
GSM, such as intelligent network functionality and centralised circuit switching, to provide a cost 
effective mobile wireless communications system.
According to [Riezenman 1998] the great attraction of GSM is not its transmission technology, 
but rather its network specification, which is based on signaling system number 7 (SS7) and 
includes a mobile application part (MAP) containing those additional features needed to cope 
with mobile users. It is through MAP, and not the TDMA air interface that international roaming 
can easy be achieved. This capability will be key to system compatibility as the ADF increases 
international operations with allied forces who have also adopted GSM technology.
32 Current Evolution o f  the GSM Systems: IEEE Personal Communications Journal, Vol 2 No.5, Oct 95 which 
discusses future directions o f  and development trends in second generation GSM networks.
33Concepts, Services and Protocols o f  the new GSM Phase 2+ General Packet Radio Service: IEEE Communications 
Journal, Vol 35 N o.8, Aug 97 which presents new data support services in second generation GSM networks.
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There are two key third generation systems for future mobile communication systems being 
developed in Europe, namely Universal Mobile Telecommunications System (UMTS) and 
Mobile Broadband System (MBS). UMTS and MBS goals involve the integration of evolved 
versions of today s second generation digital cellular systems together with new terrestrial and 
satellite components [O’Mahoney et al. 1998].
x>o
2
D  a t a  R a t e  ( M  b / s )
Figure B-5 : Services Offered by MBS and UMTS Technologies and how each network environment will
support user mobility.
In keeping with this strategy, a fully evolved GSM Phase 2 network could act as a pre-UMTS 
system. Figure B-5 shows the relationship between the two proposed network solutions. The main 
features34 of UMTS include:
• support for multi-rate services (voice, data, video etc);
• operation in a multi-cell environment (mega, macro, micro and pico cells);
• operation in a multi-operator environment (both public and private networks);
• maximum spectrum efficiency for typical mixtures of different bearer services.
MBS will evolve to become a transparent wireless extension to Broadband Integrated Services 
Network (B-ISDN), able to support multimedia services requiring data rates in excess of 2Mb/s
34Future mobile communications: Evolution or revolution. International Journal of Wireless Information Networks Jan 
97 that presents the fundamental network architecture and associated services for third generation mobile networks.
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for users requiring high density traffic flow and where low mobility is characteristic [Aghvami 
1998]. MBS will operate in the 40 to 60 Ghz frequency bands and is intended to offer a wide 
range of B-ISDN type services including:
• support for mobile broadband multimedia applications;
• ATM capability;
• mobility management (signalling, control and service provision protocols); and
• validation of Quality of Service (QoS) parameters.
In a network comprising of UMTS or MBS, or a combination thereof, the capability to extend the 
fixed network should go a long way toward removing any distinctions between the mobile and 
fixed segments. The introduction of UMTS and MBS nodes into the tactical network has the 
potential to provide a high capability wireless system for the provision of narrowband and 
wideband integrated multimedia to mobile nodes. Furthermore, such third generation systems 
offer the potential to meet the required network node functionality necessary to provide link, 
mobility and connectivity control.
9.3 Mobile Communications Protocols
9.3.1 Carrier Division Multiple Access Air Interface Protocol
Future GSM, UMTS and MBS networks will implement Carrier Division Multiple Access 
(CDMA) as telecommunications service providers strive for efficient utilisation o f the spectrum 
and fully integrated wireless networks. CDMA systems typically incorporate a combination of 
relatively wide signal bandwidth with data transfer capabilities. Moreover, due to CDMA’s high 
capacity and flexibility for multirate systems it has become an extremely attractive option for 
applications in mobile communications and wireless networks [Glisic et al. 1997].
To [Ali, Al-Dhahir and Hershey 1997] CDMA is a good compromise between low protocol 
complexity and capacity. CDMA constitutes a class of protocol in that multiple access is 
primarily achieved by means of coding. Each user is assigned a unique code sequence that it uses 
to encode its information-bearing signal. The resulting encoded signal is called a spread-spectrum
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signal and is therefore also known as spread-spectrum modulation [Prasad et al. 1996]. Figure B- 
6 provides an overview of the CDMA protocol in relation to other multiple access (MA) 
protocols.
M ultiple Access Protocols
Contentionless
(Scheduling)
assigned
TDM A
assigned
Polling
Contention 
(Random Access)
random
access
Aloha
access
with reservation
Implicit
Figure B-6: Classification o f M ultiple Access Protocols and their functionality relationship to CDMA that
will be employed in new generation wireless networks.35
It is worth noting here that spread-spectrum techniques36 were originally developed for use in 
military communications systems because of their resistance against jamming signals and a low 
probability of detection. Furthermore, CDMA is of particular interest for military networks due to 
its high spectral efficiency that simplifies network installation and management, in addition to a 
spread spectrum CDMA system that also provides better system performance in multipath 
propagation environments [Glisic et al. 1997].
Work at Lucent Technologies indicates that the soft capacity and soft handoff features of CDMA 
are also desirable in mobile military networks [Staba, Vaga, Dennis and Sharret et al. 1997]. 
Unlike TDMA, in CDMA systems different user transmissions overlap in both frequency and
35 Modified from Mobile Communications Series - CDMA for Wireless Personal Communications: Ramjee Prasad, 
1996 which positions the CDMA protocol in relation to other common multiple access protocols for wireless 
systems.
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time, while using the entire system bandwidth. As more users share a channel, the signal-to-noise 
ratio (SNR) gracefully degrades. This soft capacity feature of CDMA permits the subscriber to 
determine, to some extent, system capacity depending on how sensitive transmissions are to 
background channel noise [Riezenman 1998].
There are however, distinct disadvantages associated with CDMA. The two most prominent are 
self-jamming and near-far effect. Self-jamming manifests in multiple-access interference caused 
by nonorthogonal code sequences associated with an asynchronous system. Near-far effect 
manifests when a weak signal received at the base station from a distant mobile unit is 
overpowered by a strong signal coming from a nearby interferer [Glisic 1997].
Both issues have the potential to impact the performance of the tactical communications network 
given the dynamic and sometimes “crowded” nature of the tactical environment. A CDMA 
system may overcome these problems depending on the type of CDMA used. For example, a 
hybrid direct-sequence (DS)/frequency hopping (HP) CDMA system can combine the 
effectiveness of DS against multipath fading with the avoidance property of FH to reduce the 
near-far problem.
9.3.2 Wireless Asynchronous Transfer Mode Protocol
Through the ATM forum an enormous amount of work is being devoted to the development of 
Wireless Asynchronous Transfer Mode (WATM) that will extend the multimedia services typical 
of fixed narrowband and broadband networks to the wireless segment.
A WATM network extends standard ATM services all the way to the mobile terminal, with full 
integration of wireless and mobility functions into both the user, control and management planes 
of the ATM protocol stack [Marsan, Chiasserini, Fumagalli, Lo Cignois and Munafo et al. 1998]. 
This is achieved by the inclusion of ATM switches with mobile capability to provide radio access 
ports (wireless connectivity) at the network to network interface (NNI) and user to network 
interface (UNI) [Acharya, Li, Ansari and Raychaudhuri 1998], 36
36 JTIDS Consolidated Tactical Communications, Electronic Warfare, Sept 1977 that discusses the role o f spread 
spectrum radio communications in military tactical environments.
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The additional features of the WATM specification address issues such as mapping of ATM cells 
into the air interface and preservation of ATM QoS over the unreliable radio link. This requires a 
new radio access layer [Marsan, Chiasserini, Fumagalli, Cigno and Munafo et al. 1998] that is 
achieved by the addition of the Radio Physical (RPHY), Radio Multiple Access Control (RMAC)
and Radio Logical Link Control (RLLC) layers into the ATM protocol stack, as shown in figure 
B-7.
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Figure B-7: Protocol stack o f the fixed and wireless network segments in an integrated ATM network
environment.
WATM offers the potential to efficiently manage the tactical communications network whilst 
satisfying the demand for the integration and delivery of C4I multimedia traffic to mobile units. 
Moreover, as defence organisations migrate to “standard” ATM technology on their wireline 
networks, the implementation of WATM in the mobile segment is viewed as a “natural” 
extension of the fixed ATM network.
9.3.3 M obile In te rn e t Protocol
The basic Mobile Internet Protocol (Mobile IP37) has evolved out of the efforts of the Internet 
Engineering Task Force (IETF) Mobile IP working group and specifies mobility support under 
IPv4. It is a proposed standard protocol that builds on the Internet Protocol by making mobility
37 Mobile IP: IETF Standard RFC 2002, Oct 96 which is a draft standard for Mobile IP that is currently being tested and 
is expected to be approved in 1999.
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transparent to applications and higher level protocols like Transport Control Protocol (TCP). 
Interoperability testing sessions have indicated that the Mobile IP specification is sound, 
implementable and of diverse interest throughout the Internet community [Perkins 1998]. Within
the IETF, Mobile IP is likely to move from a proposed standard to a draft38 standard in the near 
future.
To [Perkins 1998] Mobile IP is best understood as the cooperation of three separate mechanisms:
• discovering the care of address;
• registering the care of address; and
• tunnelling the care of address.
The Mobile IP protocol defines two agents for supporting mobility: the home agent and the 
foreign agent. Hence, network configuration allows the mobile host to use two IP addresses, the 
static home address and the care of address that changes at each point of attachment [Rajagopalan 
1995], allowing users to move around in the network and yet maintain continuous connectivity.
Many researches describe the home agent as typically a router or host in the mobile hosts home 
network that maintains mobility binding (a permanent IP address with a temporary IP address 
translation) for the mobile host [Jue and Ghosal et al. 1998].
The protocol processing functions performed by an agent include packet forwarding, proxy 
Address Resolution Protocol (ARP) functions and encapsulation of incoming IP packets into new 
IP packets prior to onforwarding to the correspondent node supporting the mobile host. An agent 
advertisement performs the following functions39:
• allows for the detection of mobility agents;
• lists one or more available care of addresses;
• informs the mobile node about special features provided by foreign agents;
38 IP Mobility Support Version 2: Nov 97 (Work in progress) on IETF standard which is currently being trialed in the 
academic sector.
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• lets mobile nodes determine the network number and link status; and
• lets the mobile node know whether the agent is a home agent, a foreign agent, or both, and 
therefore its location.
IPv6 retains the concept of a home network and agent, and the use of encapsulation to deliver 
packets from the home network to the mobile nodes current point of attachment. While 
discovering of the care of address is still required [Perkins et al. 1998], by using the additional 
IPv6 features of Stateless Address Autoconfiguration39 40 and Neighbour Discovery41 a mobile node 
can configure its own care of address. Thus, foreign agents are not required to support mobility in 
IPv6. Additional IPv6 features will include:
• route optimisation;
• multicasting;
• improved security42; and
• improved source routing options.
For the tactical network, Mobile IP has great potential for maintaining connectivity to tactical 
nodes as they travel through the defence internet thereby supporting the mobile C4I host systems 
that will reside in the tactical environment. The additional security features of IPv6 will also 
contribute greatly to the overall security of the tactical WAN.
39 Mobile Networking Through Mobile IP: Tutorial by C.E. Perkins o f Sun Microsystems, Jan 98 which describes the 
theory and application o f  Mobile IP in a wireless network.
40 IPv6 Stateless Address Autoconfiguration: IETF RFC 1971, Aug 96. IPv6 is next version o f IP and is currently 
being validated through trials.
41 Neighbour Discovery for IPv6: IETF RFC 1970, Aug 96. Protocol is a much improved version o f ARP and ICMP 
protocols, Perkins and Johnson, 96 and may be used in conjunction with Mobile IP to support mobile users.
42 Mobile IP agents use RFC 1321 Message Digest 5 (MD5) with 128-bit keys to create unforgeable digital signatures 
for registration purposes and is potential security feature o f  Mobile IP.
10. Appendix C.
Key Characteristics of Tactical Networks
21 st century warfare will involve real-time exchange of images, electronic messages and database 
information by electronic means. With widespread distribution and interconnection of CIS and 
the extensive transfer of information, the issues of mobility, security, survivability, and 
interoperability must be properly addressed as part of the total C4I network strategy. Any viable 
approach to mobile networking must strike a balance between these equal and competing 
concerns. Figure C-l shows a relational diagram that demonstrates the association of these issues 
to the C4I tactical network.
C 41 T a c t i c a l  C om m u n i c a t i o n s  A r c h i t e c t u r e
M o b i 1 ity
S e c u r i t y
Figure C -l: Association o f Key Characteristics of the C4I Tactical Network. Figure shows the 
interrelationship and association of each characteristic and its interdependence to network strategy and the
subsequent network architecture.
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The key characteristics of a tactical (mobile) network do not differ greatly from those of 
contemporary civil networks. Unique to the tactical internet however, is the need to protect 
information that transcends commercial security requirements and to sometimes operate 
undetected. Furthermore, the network must continue to operate in a hostile environment where 
competitors intentionally attempt to interrupt or jam communication in order to obtain strategic 
advantage.
10.1 Mobility
Mobile computing is characterised by three constraints:
•  mobile nodes are resource-poor relative to fixed nodes;
• mobility is inherently insecure and vulnerable; and
• mobile connectivity is highly variable in terms of number and type of wireless bearers and 
their associated performance and reliability.
These constraints are not artifacts of current technology, but are intrinsic to mobility. Together, 
they complicate the design of mobile CIS and require us to rethink traditional approaches to 
information access [Satyanarayanan et al. 1996].
The explosive growth in the number and diversity of mobile users demands the establishment of a 
new network paradigm. Defining an organisations mobile requirements completely is extremely 
important, as even the modest of changes [Baylock 1995] in network or host can have a dramatic 
impact. This is because mobile networks must cross so many technology boundaries and 
platforms, making the development of a mobile network strategy a challenging and essential task.
Mobile communications is central to tactical operations. The network technology supporting 
tactical communications must be instantly reconfigurable, yet decentralised, redundant and 
survivable. The technologies required, a combination of various communications media, hosts 
and end user terminals [Nixon and Cahill et al. 1998]. Therefore, the challenges for the C4I 
mobile element lie in four broad areas:
• providing reliable, high quality wireless communications;
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• achieving fixed and wireless network integration for improved information access;
• building mobile hosts and transport services that deal with the arbitrary nature of mobility; 
and
• building applications with mobility capabilities.
10.2 Security
Security is the most essential military network characteristic. It reflects the totality of protection 
and integrity features embedded in all defence IS. The ramifications of a successful attack by an 
adversary are to say the very least, substantial. The compromise of security at any level of the C4I 
multimedia network has the potential to paralyse core information systems, leaving forces unable 
to function to full operational capability and highly exposed to attack [Department of Defence -
F].
Just as a high quality C4I network architecture will be strategically vital for the conduct of 21st 
century military operations, so is the protection of the fundamental technology infrastructure to 
ensure availability, integrity and an appropriate level of confidentiality. Achieving this requires 
an effective C4I network strategy, combined with a high assurance security architecture. The 
primary objectives of this architecture may include:
• the secure exchange of information between authorised users and systems;
• prevention the release o f information to unauthorised personnel and systems; and
• maintain the integrity of the information systems from internal and external information 
warfare attack.
The defence environment currently maintain three distinct security domains: Restricted High 
(RH); Secret High (SH) and Top Secret (TS). Each domain is both physically and electronically 
isolated from the other. Hence information flow between functional information systems residing 
in different security domains is not possible. For this reason the current security framework is not 
sustainable in the longer term.
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As outlined in [Department of Defence - F] the long term goal is total, seamless, information 
exchange from public unclassified to TS, across a fully integrated C4I network. This is 
unachievable with current technology and policy. Nevertheless further policy and technology 
development will play a crucial role in future security solutions. For completeness, a conceptual 
picture of a potential C4I security framework is presented at Annex A.
From a tactical perspective, traditional defence security plans tend to overemphasis inward 
security protection for fixed networks and neglect the weaknesses inherent in the mobile 
platform. The first step in deploying security for the tactical environment is to realise that fixed 
network security measures do not necessarily protect the mobile user. For this reason defence 
organisations must continue to focus on incorporating several secure layers within the mobile 
network using standard security techniques, such as smart cards, data encryption and 
application/file protection.
10.3 Survivability
The current trend for C4I systems is a shift from closed dedicated networks to the use of 
distributed, open networks [Fowler and Seate et al. 1997]. The threats and vulnerability’s in the 
new C4I tactical environment include:
• complex mobile information systems;
• increased access points [Pfleeger et al. 1996];
• global based networks; and
• use of Commercial Off The Shelf (COTS) technologies.
As with security, survivability is also a pervasive characteristic of C4I network systems. From a 
tactical purview, the application of survivability is highly specific. Communications networks in 
this highly mobile, rapidly changing and hostile environment must continue to operate effectively 
even though portions may suffer physical or logical damage or destruction from deliberate or 
non-deliberate threats [Department of Defence - G].
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Mission critical information systems exist that form a core capability that attracts higher priority 
for access and protection than other services. This implies that some elements of the total C4I 
multimedia IS system may carry more robust levels of protection against threats than others, and 
must be more survivable as the system becomes stressed or degrades. A tactical unit may include 
one or a combination of the four core systems identified below:
• mission critical (anti-jam capable) - combat data systems;
• mission critical (jam resistant) - command and control systems;
• highly survivable - intelligence systems; and
• survivable - logistics or administration systems.
In the future, Information Warfare (IW) will play a large part in determining network 
survivability requirements. As defence organisations view information as an additional weapon of 
war on future battlefields, information within the tactical domain will become vulnerable to 
attack.
IW anticipates manipulating, denying and selectively altering the information available to an 
enemy while simultaneously protecting and maximising one’s own use of information 
[Department of Defence - F]. Strategies for protection against IW must be integrated with the 
total C4I capability. This requires consideration of protective measures that must start with an 
understanding of the threat. Key43 threats of IW are considered to be:
• blurred traditional network boundaries;
• expanded role for perception management;
• formidable tactical warning and attack assessment problems; and
• vulnerability to attack at home as much as in theatre;
43 US DOD document - Strategic Information Warfare: A new Face o f  War Aug 96 which discusses the role IW will 
play in future battlefields.
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10.4 Interoperability
New warfare concepts and doctrine mandate a greater need for interoperability. The tactical 
environment of the future will be characterised by a high degree of both joint and allied 
interoperability. This trend will see the introduction of a new information exchange aspect not
currently defined in today s concept of operations. For the defence organisation interoperability is 
required:
• across single-service and joint C4I multimedia IS;
• to support combined operations with allied and coalition forces; and
• between defence corporate, other government and non-government IS.
In the past, military CIS has been characterised by the development of expensive, purpose build 
and non interoperable systems [Amanowicz and Gajewski et al. 1996]. Where introduced, new 
equipment has generally been installed as stand alone systems unable to be interconnected or to 
exchange information in an automated fashion. Defence organisations are now acknowledging 
interoperability is extremely difficult, if not impossible, within such a closed environment. As a 
minimum, defence forces must adopt the fundamental open systems standards to achieve even 
elementary interoperability.
As defence organisations are increasing expected to undertake a more diverse range of tasks and 
to operate on a regional/global scale in addition to national obligations, essential changes in the 
role and aims of technology usage are emerging. To meet these challenges, new concepts of 
military networks must be based on internationally agreed standards, such as (ITU and ISO) and 
open systems architecture.
From the tactical purview, interoperability must be achieved via migration from current systems 
with unique protocols to those mobile systems implementing common standards. The emergence 
of several new specifications and universal mobile communications standards will offer numerous 
open system network solutions. This should some what ease the migratory process allowing 
defence organisations to source appropriate, cost effective and supportable mobile network
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solutions [Scherberger and Dulaney et al. 1996] from a combination of IS and IT service 
providers, commercial telecommunications operators.

